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Abstract
Technology has reshaped political communication, allowing fake engagement to drive real influence in the
democratic process. Hyperactive social media users, who are over‐proportionally active in relation to the
mean, are the new political activists, spreading partisan content at scale on social media platforms. Using
The Authenticity Matrix tool, this study revealed Facebook accounts of hyperactive users exhibiting
inauthentic behaviour that were used during the electoral campaign (May 10, 2024, to June 8, 2024) for the
2024 election of Romanian members of the European Parliament. The results indicate that, for some posts,
up to 45% of shares were made by hyperactive users (four or more shares per post by the same account) and
33.9% by super‐active users (10 or more times). This type of online behavior is considered by Meta as
manipulation of “public opinion,” “political discussion,” and “public debate,” and Meta’s Community Standards
is committed to preventing such behavior in the context of elections. Another key contribution of this
research is the identification of dominant characteristics of hyperactive user accounts, using information
publicly available on their social media profile, which provides insights into their specific features and helps
users better identify them on social media. The article highlights that online social network platforms
condemn these manipulative practices in theory, but they don’t take sufficient measures to effectively
reduce them in order to limit their impact on our societies.
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1. Introduction

Online social networks (OSNs), like Facebook, Instagram, Twitter, and TikTok, have become part of our daily
life, with 5.31 billion social media users around the world in April 2025, equating to 64.7% of the total global
population (DataReportal, n.d.). They play a transformative role in modern society, fundamentally changing
how people interact. Since social interaction has a crucial influence on shaping individual identity and
building relationships between members of society, and the tradition of face‐to‐face communication and
direct interaction in social contexts plays an important role in strengthening social ties, cultural exchange,
and collective understanding, with the advent of social media, the way humans interact and communicate
has undergone fundamental changes (Azzaakiyyah, 2023; Litt et al., 2020). OSNs are enabling users to
connect with relatives and acquaintances, meet new people, share information, organize events, participate
in social movements, directly access business opportunities worldwide, and build communities in a way
humanity has never experienced before (Azzaakiyyah, 2023; Omar & Ondimu, 2024). Social media has
democratized information and is shaping cultural trends and societal norms by promoting values and rights
and by giving a voice to the previously unheard (Omar & Ondimu, 2024). By doing so, they have
revolutionized public discourse, political communication, and campaign strategies (Omar & Ondimu, 2024;
Rodenhäuser, 2023; Samoilenko, 2017). However, all these benefits are accompanied by challenges such as
social isolation, unhealthy social comparisons, cultural appropriation, and the spread of disinformation
(Azzaakiyyah, 2023; Gupta & Kaushal, 2017; Mughaid et al., 2023; Rodenhäuser, 2023; Voitovych et al.,
2022). Since the widespread adoption of these platforms has also attracted malicious persons and entities
that exploit them for fraudulent and misleading purposes, the rapid dissemination of both accurate
information and disinformation, together with manipulated content, remains a central societal challenge.
In this environment, 31% of EU citizens and 42% of Romanians tend to trust in OSNs, while 60% of EUs’
citizens and 49% of Romanians tend not to trust OSNs (European Commission, 2024). At the same time,
68% of EUs’ citizens and 79% of Romanians are declaring they have been exposed to disinformation and
fake news over the past seven days (very often, often, sometimes; European Commission, 2023).

1.1. The Use of Fake Accounts in OSNs: Definitions and Taxonomy

On OSNs, disinformation and manipulation can find a tool with which audiences can be reached, potentially
worldwide, but also micro‐targeted, with an impact never‐before‐seen. On social media, manipulation
actions aimed at determining a “social actor” (person, group, community) to think and act in a way
compatible with the initiator’s interests, and not with their own interests, have become common through the
use of persuasion techniques at a rational and affective‐emotional level, which intentionally distort the truth
and inoculate a false perception of reality, leaving, however, the impression of freedom of thought and
decision (Gherghel, 2009; Oprea, 2022). One of the ways in which manipulation on social media platforms is
spread is by the creation and use of fake accounts. There is no consistent and widely accepted definition of
fake accounts by industry and academia, which are also often referred to as “false accounts,” “inauthentic
accounts,” “inauthentic behaviour accounts,” “cyber troops,” or “propagandists” (Bradshaw & Howard, 2017;
Meta, n.d.‐b, n.d.‐c; Pamment et al., 2018; Weedon et al., 2017). Based on literature review, they are largely
considered to be social media accounts designed to impersonate real users through fake personal
information (names, photos) and/or behaviors (following, viewing, commenting, sharing), operated by
humans, bots, or both, and which are created with the intent to mislead or deceive and to manipulate
perceptions of popularity or influence (Huang & Liu, 2024; Moore, 2023; Oprea, 2022, 2023).
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Scholars in social sciences and information technology propose several taxonomies for fake accounts or
accounts with inauthentic behavior. A review of these classifications identifies several major types of
accounts based on their operational characteristics and intent. A broad classification used in empirical
research divides accounts into three main categories: real accounts, which are operated by genuine users
with authentic identities; fake accounts that are typically controlled by humans that are hiding their
identities and use false or misleading information, and the accounts are very often used for deceptive
activities and to spread disinformation; and bot accounts, also known as social bots or Sybils, which are
managed by automated software and can perform actions like posting, liking, or following at scale, often to
manipulate engagement or disseminate content rapidly (Ferrara et al., 2016; Howard et al., 2018; Imperva,
2025; Michael, 2017; Tunç et al., 2024). One classification divides bots into two categories: good bots, such
as search engine crawlers that index content; and bad bots that “are automated programs designed to
perform harmful activities, such as scraping data, spamming, and launching denial‐of‐service attacks; these
bots can mimic human behaviour, making them difficult to detect and block” (Imperva, 2025, p. 30). In 2024,
automated traffic exceeded human‐generated activity on the internet, constituting 51% of total web traffic
(an increase from 49.6% in 2023 and 37.9% in 2018). Notably, bad bots accounted for 37% of all internet
traffic, rising from 32% in 2023 and 20.4% in 2018 (Imperva, 2019, 2024, 2025).

Academics also refer to trolls. Moreau explains that “a troll is simply a user of an online social platform who
deliberately tries to aggravate, annoy, disrupt, attack, offend or cause trouble by posting provocative and
unconstructive content” (Moreau, 2017, as cited in Pamment et al., 2018, p. 62).

1.2. The Use of Fake Accounts in OSNs: Motivations and Threats

There are many motivations behind the creation and use of fake accounts. Since the OSNs allow individuals
to construct social identities without any boundaries, these fake profiles can be used to conduct astroturfing
campaigns, spam activities, spread malware, and phishing attacks, manipulate public opinion through
information‐psychological operations (infopsy), and violate user privacy, posing significant threats to
individual users, the broader online ecosystem, and societies (Albayati & Altamimi, 2019a; Bailey &
Samoilenko, 2017, as cited in Samoilenko, 2017; Gupta & Kaushal, 2017; Mughaid et al., 2023; Rodenhäuser,
2023; Voitovych et al., 2022). Pasieka et al. (2021, p. 259) consider that mass distribution of specially
programmed false accounts is also used as a vehicle for legal cybercrime business, for organization of
stuffing of information flows, mass theft of personal data, to affect social marketing, for creation of fake
news feeds and fake votes, and even to create conditions for the deterioration of trust in social networks.

Researchers highlight that the use of social media fake accounts can have dangerous and far‐reaching
consequences on our societies and can pose serious threats. In a 2017 Facebook report (now unavailable), the
platform referred to fake accounts as “false amplifiers” describing their role as “manipulating public opinion”
and “manipulating political discussion” (Weedon et al., 2017, p. 5). Pamment et al. (2018) characterize the
behavior of fake accounts as generating a “bandwagon” effect, noting that these users employ “imposter
accounts” created to appear as though they are controlled by someone else and that they conduct so‐called
“false‐flag operations.” Bradshaw and Howard (2017, 2019) conceptualize these actors as organized cyber
troops, sometimes consisting of “a handful of individuals managing hundreds of fake accounts” (Bradshaw &
Howard, 2019, p. 17) and who “are government, military or political party teams committed to manipulating
public opinion over social media” (Bradshaw & Howard, 2017, p. 3). Papakyriakopoulos et al. (2020) refer to
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such users as “hyperactive users” (HAUs) emphasizing their significant role in political discourse, emergence
as opinion leaders, agenda‐setting effect, and capacity to create an alternative image of public opinion,
thereby strongly influencing Facebook’s recommendation systems (Papakyriakopoulos et al., 2020). In the
meantime, the proliferation of fake accounts has even given rise to a black market for fake account services
operated by both private companies and state agencies, further complicating efforts to maintain the integrity
of social networks (Gupta & Kaushal, 2017; Hakimi et al., 2019).

1.3. The use of fake accounts on Facebook

1.3.1. Definitions and Taxonomy

Meta defines fake accounts as “accounts created with malicious intent to violate our policies and personal
profiles created to represent a business, organization or non‐human entity, such as a pet….Many of these
accounts are used in spam campaigns and are financially motivated” (Meta, n.d.‐b). The platform
distinguishes between abusive fake accounts (created to cause harm) and user‐misclassified accounts (such
as those made for pets, which are not intended to deceive; Schultz, 2019). Meta considers the activity of
fake accounts as “inauthentic behavior,” whose definition is periodically updated in Meta’s Community
Standards since October 10, 2019. The current version, consulted on May 8, 2025, defines “inauthentic
behavior” as “a variety of complex forms of deception, performed by a network of inauthentic assets
controlled by the same individual or individuals, with the goal of deceiving Meta or our community or to
evade enforcement under the Community Standards” (Meta, n.d.‐c). This definition is placed in relation to
the authenticity concept, which evokes a sense that something or someone is genuine (in the sense that it is
what it says it is) and true (in the sense that it is factual; Johnston & Lane, 2019; Molleda, 2010). At the same
time, the platform considers that fake accounts play a central role in what they call “coordinated inauthentic
behavior,” defined as “coordinated efforts to manipulate public debate for a strategic goal” which “is often
associated with civic or political content” (Meta, n.d.‐c). Also, the platform is referring to “inauthentic meta
assets” which consist of accounts, pages, groups, and other (Meta, n.d.‐c). In a 2017 Facebook report, which
is currently no longer available, the platform considered that the fake accounts “have an ideological rather
than a financial motivation,” and, that in some instances, they “attempt to influence political opinions on
social media with large numbers of sparsely populated fake accounts that are used to share and engage with
content at high volumes,” but, “in other cases, the networks may involve behavior by a smaller number of
carefully curated accounts that exhibit authentic characteristics with well‐developed online personas,”
“coordinated people who are dedicated to operating inauthentic accounts,” their activity “can include topics
around political figures or parties, divisive policies, religion, national governments, nations and/or ethnicities,
institutions, or current events” (Weedon et al., 2017, p. 9).

ConsideringMeta’s Community Standards terminology, for research on the sharing type of engagement, Oprea
identifies four categories of users in terms of Facebook posts sharing behavior:

• Normal user (NU): the account whose user has shared a specific post only once, either on their own
timeline or in a group;

• Moderately active user (MAU): the account whose user has shared the same post twice or three times,
either on their own timeline or on their own timeline and into one or more groups, or only into one or
more groups;
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• Hyperactive user (HAU): the account whose user has shared the same post four or more times, either on
their own timeline or on their own timeline and into one ormore groups, or only into one ormore groups;

• Super‐active user (SAU): the account whose user has shared the same post ten or more times, either
on their own timeline or on their own timeline and into one or more groups, or only into one or more
groups. (Oprea, 2023, p. 62).

WhileMeta defines inauthentic behavior as activity carried out by networks of inauthentic assets controlled by
the same individual or individuals with the intention to deceive, it is important to note that not all inauthentic
behavior originates from inauthentic accounts. A HAU or SAU displays inauthentic behavior, but it is not
necessarily a fake account or one operated with malicious intent; it could simply be a hyperactive supporter or
activist who is over‐proportionally active in relation to the mean and his actions could simply reflect legitimate
forms of democratic participation.

1.3.2. Preventing Measures

In the Community Standards,Meta (n.d.‐c) explicitly states that the platform has a commitment to authenticity:

In line with our commitment to authenticity, we don’t allow people to misrepresent themselves on our
services, use fake accounts, artificially boost the popularity of content, or engage in behaviors designed
to enable other violations under our Community Standards. Inauthentic behavior refers to a variety of
complex forms of deception, performed by a network of inauthentic assets controlled by the same
individual or individuals, with the goal of deceiving Meta or our community or to evade enforcement
under the Community Standards.

Meta (n.d.‐c) also states that they:

Are committed to preventing inauthentic behavior in the context of elections—these enforcement
actions and standards apply agnostic of content, political or otherwise. This policy is intended to
protect the authenticity of debate and discussion on our services, and create a space where people
can trust the people and communities they interact with.

In this respect, Meta refers to three type of “inauthentic meta assets” that are not allowed on the platform:

To deceive Meta or our users about the identity, purpose, or origin of an audience or the entity that
they represent, or the popularity of content or assets on our services, or a Meta asset’s ownership
or control network…to evade enforcement under the Community Standards [and the] misuse Meta
reporting systems to harass, intimidate or silence others. (Meta, n.d.‐c)

The platform also mentions five types of complex deception through the use of Meta assets which they don’t
allow engaging with: “inauthentic distribution,” “using a connected network of inauthentic Meta assets to
increase the distribution of content, in order to mislead Meta or its users about the popularity of the content
in question”); “inauthentic audience building,” “using inauthentic Meta assets to increase the viewership or
following of network assets, in order to mislead Meta or its users about the origin, ownership or purpose of
an asset or assets”; “foreign inauthentic behavior,” “foreign entities using inauthentic Meta assets to falsely
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represent a domestic or local voice, in order to deceive an audience about the identity, purpose or origin of
the entity they represent”; “inauthentic engagement,” “using a connected network of inauthentic Meta assets
to deliver substantial quantities of fake engagement in ways designed to look authentic, in order to deceive
Meta and its users about the popularity of content”; and “substantially similar deceptions,” “other substantially
similar claimed or actual efforts by relatively sophisticated, connected networks of inauthentic Meta assets
to deceive Meta or its users about the origin, popularity, or purpose of content” (Meta, n.d.‐c).

Despite these policies, the occurrence of fake accounts on Facebook remains at impressive proportions. With
3.07 billion users in January 2025, Meta officially reported that, between October 2017 and December 2024,
it managed to identify and delete from Facebook 35.58 billion fake accounts, which is equivalent to almost
12 times the number of users of the platform and over 4.4 times the global population (DataReportal, n.d.;
Meta, n.d.‐b; World Bank Group, 2025).

2. Fake Accounts Detection Approaches

2.1. General Overview

With the increasing prevalence of fake accounts on social media, researchers from interdisciplinary fields
have looked for ways to detect them as part of either OSNs: self‐regulatory strategies—Meta’s Community
Standards (Meta, n.d.‐a), X rules and policies (X, 2025); co‐regulations—EU’s 2018 Code of Practice on
Disinformation, strengthened in 2022 (European Commission, 2022); or even legislation—EU’s 2022
Digital Services Act (European Parliament and the Council Regulation of 19 October 2022, 2022),
Australia’s Sharing of Abhorrent Violent Material 2019 Bill (Parliament of Australia, 2019), and Germany’s
2017 Netzwerkdurchsetzungsgesetz (Network Enforcement Act; Bundesministerium der Justiz, 2017).
By analyzing the literature, we can consider four major approaches to OSNs fake news detection:

• Feature‐based detection: Analysis of individual account characteristics such as user behavior, activity
patterns, profile completeness (Khaled et al., 2018; Oprea, 2024; Romanov et al., 2017);

• Graph‐based and coordinated activity detection: Methods that identify groups of accounts acting in
concert and in other abnormal patterns (Boshmaf et al., 2016; Graham et al., 2024; Gruzd et al., 2022;
Padmavathi & Vaisshnavi, 2024);

• Machine learning techniques: Overview of algorithms used (e.g., support vector machines, neural
networks, decision trees), their performance, and the features they leverage (Aljabri et al., 2023; Arega
et al., 2023; Jadhav et al., 2021; Khaled et al., 2018; Mughaid et al., 2023);

• Hybrid and emerging methods: Discussion of combined approaches and the use of advanced analytics,
such as natural language processing, andweb scraping for content analysis (Abualigah et al., 2021; Arega
et al., 2023).

The proposed fake account identification models have different success rates, which can achieve quite high
levels of performance using computational models and algorithms, as 93% (Arega et al., 2023) or 97.1%
(Mughaid et al., 2023) for support vector machine, and even 98.25% for K‐Nearest Neighbor, 99.1% for
artificial neural network (Azami & Passi, 2024), and 99.29, for decision tree algorithm (Elyusufi et al., 2019).
Testing these models across a diverse research corpus remains a significant challenge. However, such
evaluation is essential for developing models with robust and generalizable accuracy, thereby enabling their
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widespread adoption. Advancements in this area have the potential to substantially reduce the prevalence of
fake accounts on social media platforms.

2.2. “The Authenticity Matrix” Tool

Facebook, like all major OSNs, has increasingly restrictive API (application programming interface) protocol
policies that don’t allow for automated data collection, including by researchers (Gotfredsen & Dowling, 2024;
Hothman, 2019;Walker et al., 2019). In constant change of policies andwith increasingly limited access to data,
currently, researchers and journalists can access the content archive from Facebook through Meta Content
Library and Content Library API, but only “posts to pages, groups, events and public profiles belonging to
widely‐known individuals and organizations” (Meta, 2025). Therefore, automated tools can only use data to
which Meta offers access, but, in order to identify fake accounts and accounts with inauthentic behavior,
data relating to accounts that don’t belong to “widely‐known individuals and organizations” are impossible to
be collected. This leaves room for those who use such fake account manipulation techniques to create and
widely use accounts that do not fall into these categories, of no widely‐known individuals and organizations,
and which thus cannot be accessed by researchers and journalists.

Oprea’s Authenticity Matrix tool to detect accounts with inauthentic behavior was developed to address this
issue and to provide scientific data about the real extent of the use of accounts with inauthentic behavior
(Oprea, 2024). Using a Likert scale model, this tool analyzes all public information that can be manually
accessed on Facebook accounts by any account that is not restricted and proposes an analysis matrix that
allows establishing a degree of probability that a specific Facebook account has inauthentic behavior.
The Authenticity Matrix is a methodological tool designed to assess the authenticity of Facebook’s accounts
by analyzing three core dimensions: general/personal account information, account activity, and
likes/interactions. Using a metric scale from 0 to 100 points, this matrix quantifies authenticity levels,
enabling researchers to systematically evaluate account authenticity by placing them in one of three
categories: accounts with authentic behavior, accounts with an average probability of inauthentic behavior,
or, respectively, accounts with inauthentic behavior (Oprea, 2024).

The Authenticity Matrix uses a feature‐based detection approach (see Section 2.1) and conducts a
multi‐dimensional assessment of the account’s authenticity based on several indicators. Two classes of
indicators, account activity and likes/interactions, express the level of engagement, while general/personal
account information indicators express a degree of transparency, which is required by Meta’s Community
Standards. A user may display intense, atypical engagement while still retaining an overall profile
configuration that does not meet Meta’s policies, so this tool cumulatively analyzes these indicators.
The reliability of the Authenticity Matrix stems from its comprehensive design, which considers multiple
indicators of authenticity rather than focusing exclusively on activity behavior (see Section 2.1).

It is essential to highlight that tools using machine learning models applied on the same type of indicators as
the Authenticity Matrix (e.g., account names, profile photos, account activity, etc.) were previously developed
(see Albayati & Altamimi, 2019b). Presently, they cannot be used on the corpus of this research due to Meta’s
restrictive API policies, especially since 2019 (Gotfredsen & Dowling, 2024; Hothman, 2019; Walker et al.,
2019). In this respect, the Authenticity Matrix manual approach finds its relevance since it can be used despite
any restrictions on automated tools.
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3. Manipulation and Democratic Processes

Advancements in communication technology over the last decades have enabled mass communication on an
unprecedented scale. These technologies now facilitate direct and unmediated interactions between actors
of influence (public institutions, private organizations, politicians, political parties, etc.) and their audiences
while, simultaneously, providing the capacity to reach global populations. Technologies such as OSNs have
been widely adopted and have become communication tools, including for political communication.
Electoral campaigns are one of the key moments of public debate and a top opportunity for political actors
to communicate and provide citizens with the necessary information to make voting decisions
(Casero‐Ripollés et al., 2025). In recent years, the spread of manipulation and disinformation has intensified
before, during, and after these periods, altering the democratic process of voting (Bradshaw et al., 2020;
Casero‐Ripollés et al., 2025; European External Action Service, 2024).

The election month is the moment when the manipulation activity increases:

With threat actors adopting a more varied modus operandi and seizing heightened collective attention
towards the topic of elections….In this phase, the networks created can be activated to launch attacks
aimed at undermining the reputation of candidates and political parties. (European External Action
Service, 2024)

The 2024 European Parliament Elections were among the electoral events with the most manipulation
incidents recorded by the European External Action Service (2025), the foreign affairs service of the EU.
Also, the European Digital Media Observatory Task Force on the 2024 European Parliament Elections
reported that, in the last months before the elections, EU‐related disinformation increased from 5% in
January to 15% in May, the highest level since their monitoring began (European Digital Media Observatory
Task Force, 2024). In a recent analysis of the electoral disinformation during the 2024 European Parliament
Elections, Casero‐Ripollés et al. (2025) identified that Southern Europe (41.7%) and Eastern Europe (31.4%)
accumulated the highest percentage of electoral disinformation, with Romania considered to be a
South‐Eastern country, and with Facebook being the second origin source of false information (21.9%) after
X (32.4%) and before legacy media (13.3%; Casero‐Ripollés et al., 2025).

Since the previous European Parliament Elections in 2019 followed Brexit and the US 2016 election, when
large manipulation campaigns were reported (Lilkov, 2019), concerns about manipulation and disinformation
were raised by media outlets, NGOs, and EU institutions and officials (Avaaz, 2019; Scott, 2019). At the
EU level, unprecedented cooperation took place in recent years to support the resilience of the member
states. The European Commission, EUs executive branch, started a coordinated action on manipulation and
disinformation mitigation by launching: a strategic communication task force to address this issue in 2015
(European External Action Service East StratCom Task Force); a co‐regulatory code with OSNs platforms in
2018 (The Code of Practice Against Disinformation); a rapid alert system at EU institutions and member
states levels in 2019; and a hub for independent community working to combat disinformation in 2020
(European Digital Media Observatory). It also created several regulatory measures: The Digital Services Act
in 2020; the European Media Freedom Act in 2024; and the regulation of the transparency and targeting of
political advertising in 2024 (European Commission, n.d.; European Commission, 2025; Navarro et al., 2025).
Also, at the national level in Romania, local initiatives have been implemented to combat manipulation and
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disinformation, ranging from media literacy programs run by NGOs and an optional subject on the same
topic implemented in public schools, to other broader institutional measures (Ministry of Education, 2022;
“Programul de Educație Media,” 2025).

Romania’s information ecosystem exhibits multiple vulnerabilities such as unclear media ownership and
funding, distrust in traditional media, the use of social media for news, large exposure to anti‐EU and
anti‐Western narratives, and a general social context which has lately been characterized by political
instability (Durach et al., 2025; Institutul Român pentru Evaluare și Strategie, 2024; Radu, 2025; Toma &
Suciu, 2024). At the same time, trust in politicians and political parties in Romania is the lowest among
institutions, with 86% of the population saying they have little, very little, and no trust in political parties and
90% stating the same for politicians (Centrul de Sociologie Urbană și Regională, 2024; Institutul Român
pentru Evaluare și Strategie, 2024).

In this general climate marked, on the one hand, by profund distrust, external interference, and multiple
vulnerabilities of the Romania’s information ecosystem, and, on the other hand, by measures from European
institutions, local civil society, and authorities to combat manipulation and disinformation, this study aims to
understand if top political parties are complaiying with these efforts. In this respect, the study aims to assess
whether political parties and electoral alliances taking part in the 2024 election of Romanian members of the
European Parliament were engaging in manipulation strategies on social media despite the increasing
number of institutional and civic countermeasures.

4. Research Questions and Objectives

This study aims to determine whether accounts exhibiting inauthentic behavior were employed during the
2024 Romanian European Parliament election campaigns on OSNs. Such manipulation would involve
inauthentic influence of Facebook recommendation algorithms (through shares made by accounts specially
created for this purpose), thereby increasing the visibility of political content beyond what would have
occurred through organic engagement alone. Furthermore, the research investigates whether accounts with
inauthentic behavior used to promote specific political parties or electoral alliances disclosed their political
affiliations or the potential nature of their involvement or support.

To this end, the following research questions have been formulated:

RQ1: To what extent were social media accounts displaying inauthentic behavior utilized during the
2024 election of Romanian members of the European Parliament campaign and what is the scale of
their use?

RQ2: How were accounts with inauthentic behavior deployed throughout the campaign?

RQ3: What are the characteristics of social media accounts with inauthentic behavior?

To address the above RQs, this study analyzed the most shared posts in the election campaign on the official
Facebook pages of the top four political parties or electoral alliances taking part in the 2024 election of
Romanian members of the European Parliament in terms of the number of votes obtained (European
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Parliament, 2024). We chose shares as the type of engagement because they are an important measurement
for online engagement, they measure the explicit actions of a user with the content, people are more likely
to trust information that is shared by friends and family, and because a post is more popular as it gets more
shares, which also increases its visibility on the platform (Corzo, 2021; Moro et al., 2016, as cited in Corbu
et al., 2022; Oprea, 2023). More visibility means including a post in as many users’ news feeds as possible,
which, in this case, means exposing more citizens to a specific political message. To do so, politicians, their
teams, or their supporters could use a number of social media fake accounts or accounts with inauthentic
behavior specifically created for this purpose, and this would mean, according to Facebook, a violation of
Community Standards but also a form of manipulation of public opinion and political discussion and a
practice of misleading people (Meta, n.d.‐c; Weedon et al., 2017).

5. Methodology

5.1. Dataset

This preliminary explanatory research analyzed the three most shared posts in the election campaign on the
official Facebook pages of the top four political parties or electoral alliances taking part in the 2024 election
of Romanian members of the European Parliament in terms of the number of votes obtained, according to
the results of the elections. We analysed all posts’ content that was published between May 10, 2024,
00 AM, and June 8, 2024, 7 AM, on the pages of Partidul Social Democrat (PSD; from the Alianța PSD–PNL),
Partidul Național Liberal (PNL; from Alianța PSD–PNL), Alianța pentru Unirea Românilor (AUR), and Uniunea
Salvați România (USR; from the Alianța Dreapta Unită; Autoritatea Electorală Permanentă, 2019; European
Parliament, 2024). During this period, the PSD page had 154 posts, the PNL page had 174 posts, the AUR
page had 67 posts, and the USR page had 175 posts.

Data was collected manually, between December 2024–May 2025, using four personal regular Facebook
accounts of the team. The manual collection process was the only one available because, due to Facebook’s
API restrictive policies, it is the only way to access the data, shares, and the Facebook accounts and groups
in which they were distributed, which were needed for this research. The data was gathered on Microsoft
Word documents and tabular spreadsheets in Microsoft Excel for which the search function was applied for
the names of the accounts that shared the posts in order to identify accounts that made multiple shares and
to monitor the number of shares for each account. Because of the large amount of data and the lack of an
electronic data collection tool, we chose the top three most shared posts on each Facebook page during the
election campaign period. The research corpus thus covered 6.7% of all shares during the analyzed period,
up to a total of 70,293 shares. The posts included in the corpus have 4,476 shares where we could view the
account of the user who shared them and the place where they were shared (on their own timeline, on their
own timeline and in one ormore groups, or only in several groups). Due to the privacy settings of Facebook, not
all the shared data could be accessed using personal regular Facebook accounts, with the platform displaying
at the end of the accessible shares the “some posts may not appear here due to their privacy settings” message.
At the same time, in the case of AUR’s page, even using high‐end PCs, the Facebook platform stopped loading
and would eventually crash into a blank screen. For this reason, for PSD’s page, we could collect data for 8.7%
of shares, 8.9% for PNL, 6.3% for AUR, and 6.9% for USR (Table 1).
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Table 1. Research corpus vs research field (absolute number and percentage).

Page name Total shares per period Total shares of the
analyzed posts

Total shares analyzed

PSD 4,723 825
17.5%

409
8.7%

PNL 4,063 823
20.3%

360
8.9%

AUR 48,150 11,514
26.3%

3,027
6.3%

USR 13,357 1,749
13.1%

924
6.9%

Taking into consideration that for such types of accounts, due to Facebook’s restrictive policies, only manual
collection is possible, this corpus provides sufficient data to identify inauthentic behavior in the share activity
on these political pages.

Given the nature and size of the dataset, as well as the exploratory aim of the study, we opted for a
qualitative‐comparative approach supported by descriptive statistics. The relatively small and
heterogeneous sample of accounts, combined with the non‐randomized nature of data collection, led us to
an analytical depth and transparency approach through structured coding and detailed qualitative
documentation, which better serves the purpose of capturing patterns of inauthentic behavior and
rhetorical strategies in the sample studied.

5.2. Findings

5.2.1. Engagement of Accounts With Inauthentic Behavior

This study identified Facebook accounts displaying inauthentic behavior that were actively engaged in the
2024 election campaign of Romanian members of the European Parliament on the official pages of the four
political parties or electoral alliances. To address RQ1 and RQ2, the analysis focused on the relationship
between the number of shares and the accounts responsible for sharing, particularly examining instances
where individual accounts shared the same post at least four times, being a HAU.

Compared to typical posts outside the campaign period, one month before and after (April 10–May 9, 2024,
and June 10–July 9, 2024), the analyzed posts proved a higher popularity, as measured by the number of
shares. Notably, 23.2% of all shares were hyperactive shares made by HAUs (defined as users who shared
the same post four or more times, either on their own timeline or on their own timeline and into one or more
groups, or only into one or more groups). In some cases, hyperactive shares accounted for up to 45% of the
total shares of the same post. These findings indicate a significant user engagement in repeatedly sharing
posts from official political parties or electoral alliances’ pages. Across pages, the proportion of HAU shares
ranged from 14.2% to 45% (USR), 20.6% to 28.1% (AUR), 0% to 26.2% (PNL), and 0% to 17.1% (PSD)
(Table 2). These results underscore a significant level of HAU involvement in sharing activities. The analysis

Media and Communication • 2025 • Volume 13 • Article 10733 11

https://www.cogitatiopress.com


also revealed the presence of highly prolific users, including accounts that shared the same post 31 and
22 times, patterns of engagement that are indicative of inauthentic behavior.

Table 2. Distribution of HAUs and SAUs from total shares.

Page name Post no. Percentage of HAUs from
total shares

Percentage of SAUs from
total shares

PSD PSD1 17.1 12
PSD2 6.4 6.4
PSD3 0 0

PNL PNL1 26.2 10.3
PNL2 6.6 0
PNL3 0 0

AUR AUR1 28.1 16.3
AUR2 22 8.1
AUR3 20.6 6.1

USR USR1 14.2 3.9
USR2 45 33.9
USR2 18.6 8

The data demonstrate that inauthentic behavior accounts were used to amplify candidate posts through
repeated sharing (RQ1), with even 33.9% of shares made by users sharing the same post 10 or more
times (RQ2).

5.2.2. Profile of Accounts With Inauthentic Behavior

To address RQ3, the study analyzed publicly available information from HAU accounts. Several characteristics
emerged (Table 3). Firstly, 7.1% of HAUs used account names that did not conform to typical human naming
conventions in accordance with Meta’s Community Standards, and 18.8% lacked a profile picture, a cover
photo depicting a human, or displayed other signs of inauthenticity.

In regards to HAUs posting regularity, we found that: 61.6% of HAUs posted more than four times per day or
didn’t post at all for at least 30 consecutive days; 45.5% posted 10 or more times per day; also, some users
posted on their account’s timeline 187 posts/day (taking into account the time between the first and the last
one, an average of one post every seven minutes and 22 seconds), 184 posts/day (an average of one post
every four minutes, approximately), 179 posts/day (an average of one post every one minute and 48 seconds),
166 posts/day (an average of one post every 4minutes, approximately), 158 posts/day (an average of one post
every 20 seconds), 145 posts/day (an average of one post every fiveminutes, approximately), or 139 posts/day
(an average of one post every one minute and 45 seconds). There were accounts that posted as many as
75 posts in 10 minutes, once every eight seconds.

Only 16.1% of HAUs had no “likes” in any of the profile categories, and 40.2% of HAUs only posted on their
account posts on political, civic, or other topics currently on the public agenda, and not personal posts, which
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would indicate authenticity. SomeHAUs don’t have any friends or less than 10 friends on their accounts (17%),
and 18.8% of HAUs don’t have any personal photos or videos on their accounts.

Only 4.5% of HAUs disclosed political affiliation on their “about” profile section, meaning 95.5% did not,
despite repeated sharing of political content; however, 27.7% displayed political support through profile
pictures, cover photos, or profile picture frames.

Table 3. Profile of accounts with inauthentic behavior.

Characteristics of HAUs profile Percentage from
the total of HAUs

Don’t disclose political affiliation on their “About” profile section 95.5%

Post more than four times per day or don’t post at all for at least 30 consecutive days 61.6%

Post 10 or more times per day 45.5%

Post on their account only posts on political, civic, or other topics currently on the public
agenda, and not personal posts

40.2%

Display political support through profile pictures, cover photos, or profile picture frames 27.7%

Don’t have any personal photos or videos on their accounts 18.8%

Lack a profile picture, a cover photo depicting a human, or displayed other signs
of inauthenticity

18.8%

Don’t have any or fewer than 10 friends on their accounts 17%

No “likes” in any of the profile categories 16.1%

Use account names that do not conform to typical human naming conventions in
accordance with Meta’s Community Standards

7.1%

After applying Oprea’s (2024) Authenticity Matrix tool, we have identified that from the hyperactive accounts,
38.4% are accounts with authentic behavior, 42.9% are accounts with an average probability of inauthentic
behavior, and 18.8% are accounts with inauthentic behavior (Figure 1).

38.4%

18.8%

42.9%

Accounts with authen�c behavior

Accounts with inauthen�c behavior

Accounts with an average probability

of inauthen�c behavior

Figure 1. Authenticity behavior range of profile of accounts.

These findings highlight dominant traits of accounts displaying inauthentic behavior on OSN platforms
(RQ3), such as the prevalence of human/non‐human username and profile picture, the type of activity on the
account’s timeline, the level of transparency in terms of affiliation and support for a political party or
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electoral alliance, and the level of involvement in the multiple distribution activities of the analyzed posts.
Some accounts were inactive for weeks or months before suddenly becoming highly active, often posting
dozens of times per day, predominantly with political or civic content.

5.3. Discussions

The proliferation of digital manipulation is recognized as a significant threat to democratic processes. This
study contributes by demonstrating that Facebook accounts can be used inauthentically to amplify political
messages during the 2024 election campaign of Romanian members of the European Parliament. Facebook
itself classifies such activity as “manipulating public opinion,” “manipulating political discussion,” and
“manipulat[ing] public debate” (Meta, n.d.‐c; Weedon et al., 2017), targeting the platform’s recommendation
algorithms through HAU behavior.

A key contribution of this research is the identification of dominant characteristics of HAU accounts, using
information publicly available on their social media profile. This provides insights into their specific features
and may help users to better identify them on social media. These findings need to be put in the broader
context of algorithms that shape the digital world, in which we, as human beings, are spending more and
more of our time—six hours and 38 minutes, on average, at the global level for 2024 (we are social &
Meltwater, 2025). The question is how considerable is “the social power of algorithms” (Beer, 2020) since, as
some scholars suggest, algorithms “construct regimes of power and knowledge” (Kushner, 2013) and we live
under an “algorithmic governance” (Katzenbach & Ulbricht, 2019). These findings must be contextualized
within the broader influence of algorithms on digital life as algorithms increasingly shape information
exposure and public discourse.

Our research extends existing literature by showing that inauthentic behavior is also prevalent on political
party pages and top political leaders and that such behavior includes the strategic use of the share engagement
functionality (Oprea, 2023; Papakyriakopoulos et al., 2020). Shares increase post visibility and can serve as
signals of newsworthiness for traditional media (Zhang et al., 2018). Therefore, increasing the number of
shares of political posts is essential for broadening public exposure to these messages, particularly during
election campaigns when political stakes are heightened. This study does not seek to determine whether such
sharing activity is intentional or unintentional, nor does it aim to establish whether the accounts involved were
specifically created for this purpose. Previous research has documented instances of coordinated inauthentic
behavior in the sharing of political content (Giglietto et al., 2020; Graham et al., 2024; Gruzd et al., 2022) and
it is empirically recognized that political digital marketing specialists may employ false amplifiers, coordinated
individuals managing inauthentic accounts, to boost social media content (Weedon et al., 2017). Meanwhile,
the present study does not attempt to identify the authenticity of the accounts analyzed, but their behavior.
Consequently, it may include false amplifiers, fake accounts operated by bots or trolls, or genuine accounts
of ordinary users who, motivated by personal political conviction, actively share posts from their preferred
political parties (Giglietto et al., 2020; Weedon et al., 2017). Nevertheless, the empirically observed behaviors
violate Meta’s Community Standards.

Regarding the impact, our study found that, for the corpus we analyzed, 23.2% of shares were made by
HAUs (four or more shares per post by the same account). In the meantime, for some posts, the hyperactive
shares accounted for up to 45% of the share’s total. The shares of some posts made by SAUs were 33.9%
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(posted 10 or more times). Taking into consideration the limitations of the tool we used, the results of the
study still align with prior research, such as Papakyriakopoulos et al. (2020) who found HAUs accounted for
about 25.8% of comments and 26.4% of likes on German political party Facebook pages, and Oprea (2023)
who found that 18.3% of shares were made by HAU’s (four or more times) and 46.3%, by SAU’s (10 or more
times). This practice appears intended to manipulate Facebook’s recommendation algorithms, increasing the
exposure of political content beyond what would occur organically. This type of behavior has two direct
consequences: (a) it increases user exposure to a specific political message beyond what would occur if the
content’s popularity evolved organically within the platform, and (b) such amplification can further elevate
the message’s public visibility by prompting coverage in traditional media outlets, which may use indicators
of high engagement or discussion on social media as criteria for determining newsworthiness.

An interesting finding is that, among HAUs, 38.4% were considered authentic by the analysis tool. This
suggests that legitimate political engagement or activism can produce high‐activity patterns that mimic
inauthentic behavior and, furthermore, justifies the need for a multi‐indicator approach to authenticity
detection. This type of authentic behavior is healthy for political debate, being the very basis of the
democratic processes. However, these authentic grassroots voices are often overshadowed by accounts
operated with the purpose of distorting public discourse. Our focus as a society must be towards bringing
them back to the center of the public debate and also to do the necessary efforts to clean the information
ecosystem of disturbing actors and activities.

The research also developed a general profile of HAUs: 7.1% of them didn’t use human names; 18.8% didn’t
have profile images featuring human faces; 17% didn’t have any friends or fewer than 10 friends on their
accounts; and 18.8% didn’t have any personal photos or videos on their timeline. Also, 16.1% of HAUs had no
“likes” in any of the profile categories. HAUs that posted more than four times per day or didn’t post at all for
at least 30 consecutive days were 61.6%, and 40.2% only posted on their account posts on political, civic, or
other topics currently on the public agenda, with no personal posts. Although they are obviously involved in
sharing political content on the platform, 95.5% of HAUs did not disclose political affiliation on their profile,
but 27.7% displayed their political support through profile pictures, cover photos, or profile picture frames.

These findings are relevant in three ways. On the one hand, it allows a better understanding of the specifics
of these accounts and helps to shape a profile for the inauthentic behavior accounts based on the prevalence
of human/non‐human user name and profile picture, the type of activity on the account’s timeline, the level
of transparency in terms of affiliation and support for a political party or candidate, and the level of
involvement in the multiple sharing activities of the analyzed posts. On the other hand, it makes this type of
account easier to recognize by scholars, fact‐checking journalists, and the general public. At the same time,
the findings highlight the extensive use of inauthentic accounts on official political parties’ pages during
sensitive periods, such as election campaigns. Given the reported deletion of 35.58 billion fake accounts by
Meta in recent years (Meta, n.d.‐b), social media platforms should collaborate more closely with researchers
to address manipulation and disinformation. Enhanced data access for researchers and journalists, such as
relaxed API protocol restrictions, would facilitate the development of tools for identifying inauthentic
accounts on OSNs. This would be in line with Meta Community Standards’ commitments to authenticity and
to the prevention of inauthentic behavior, which states that the platform doesn’t allow people to
misrepresent themselves, to use fake accounts, or to artificially boost the popularity of content (Meta, n.d.‐c).
Also, this study employed a data manual collection approach to identify inauthentic accounts on Facebook.
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While automated machine‐learning models exist and can achieve high performances (e.g., Arega et al., 2023;
Azami & Passi, 2024; Elyusufi et al., 2019; Mughaid et al., 2023), they are limited by Facebook’s restrictive
API protocol policies which limit access to information. Relevant data, such as where a post was shared
(on an account/page or on a group), are only accessible through manual searches, and this type of
information can be relevant to understand the coordination character of some accounts, like the behavior
and characteristics of HAUs’ accounts. Here is where current research brings another relevant contribution.

The research has several important limitations, especially because of the manual data collection process.
First, only a subset of posts from each candidate’s page was included (6.7% of all shares during the analyzed
period). Another limitation is the potential level of inaccuracy for the data collected due to human error,
which we tried to limit by cross‐checking the collected data. We also faced constraints to data access
because of: the use of personal Facebook accounts; the dynamic nature of social media where posts,
accounts, and interactions, can be deleted, blocked, etc.; and of temporal validity for data, since data was
collected months after the election campaign and posts and account content could have been altered. At the
same time, this tool may overlook users whose activity patterns are inauthentic, yet who are genuine
supporters or activists. As such, methods focused on detecting coordinated behavior or hyperactivity—as
proposed by Graham et al. (2024), Gruzd et al. (2022), or Giglietto et al. (2020)—could complement our
approach by identifying accounts that may be strategically curated to appear authentic, yet act in ways
consistent with manipulation or astroturfing. At the same time, data interpretation using a manual tool may
have a degree of subjectivity, potentially influencing the final outcomes; to mitigate this limitation, we
cross‐checked the results to enhance the accuracy of the analysis. All these limits pose challenges for the
reliability of this research and, in general, for research conducted on Facebook and other OSNs. Overall, they
underscore the need for improved data access and transparency from social media platforms to enable more
comprehensive and accurate research on inauthentic behavior and its implications for democratic processes.

6. Conclusions

This study is a preliminary investigation on Facebook that demonstrates the use of accounts to amplify the
visibility of political messages posted on the official pages of the top four political parties or electoral
alliances taking part in the 2024 election campaign of Romanian members of the European Parliament.
The analysis reveals the use of accounts engaged in behaviors classified as inauthentic according to Meta’s
Community Standards (Meta, n.d.‐c), specifically aiming to misrepresent the popularity of certain content;
such inauthentic activity primarily involved the repeated sharing of posts, either on their own timelines or
across multiple groups. Facebook itself classifies such activity as “manipulating public opinion,” “manipulating
political discussion,” and “manipulat[ing] public debate,” and commits to preventing this type of behavior on
the platform (Meta, n.d.‐c; Weedon et al., 2017).

Data shows that political actors, their communication teams, and/or their supporters use—or at least
tolerate the use of—manipulative techniques in political debate, despite the public perception of the scale of
manipulation and disinformation and the negative consequences these practices have on the democratic
process and on our societies. With posts where nearly half of the shares (45%) were made by HAUs, and the
share engagement being one of the two main types of measurements for online engagement, this practice
could raise concerns about the integrity of public discourse and the democratic process. Also, these findings
concern political parties and electoral alliances comprising the leading political forces in an EU and NATO
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member state, Romania, and to an electoral process at the European level, thus, a vote that is neither local
nor isolated; despite all these, the manipulation of public discourse is not only tolerated, but increasingly
prevalent. Furthermore, the scale of disinformation on Facebook has long been the subject of public debate
in Europe and in Romania. OSNs, such as TikTok and Instagram, which have surged in popularity, operate
with different user interaction models (for instance, they do not display who has shared a post), enabling
alternative forms of manipulation that remain largely non‐transparent and unknown, not only to the public
but also to the research community. If such extensive manipulation is already normalized on a platform as
heavily exposed to manipulation and disinformation as Facebook, it is plausible that on newly adopted OSNs,
which are less transparent, these practices may be even more effectively concealed, carrying potentially
greater and more damaging consequences for democratic societies.

These results consider the practical implications and show that, even if the OSN platforms condemn such
practices in theory, they are not taking the necessary measures to effectively limit them. Thus, the relevance
of these findings is significant for five main reasons. First, it provides OSN platforms and legislators with an
understanding that additional measures (procedural–legislative, co‐regulatory, and self‐regulatory, but also
of a technical nature) are needed to reduce these manipulation practices. Also, the research identified
several predominant characteristics of these accounts with inauthentic behavior, offering valuable
insights into their operationalization and providing potential markers for their identification. These findings
have practical implications for enhancing fact‐checking methodologies, benefitting both professional
fact‐checkers and everyday social media users. Furthermore, this article aims to raise awareness among the
general audience—and, especially, for the actors involved in operating accounts with inauthentic behavior on
a large scale—of the impact this practice has, the fact that it is a manipulative activity (in Meta’s own words),
and that it violates the Meta’s Community Standards and, more importantly, basic deontological principles.
This article underscores the necessity for more sophisticated technical solutions to detect fake accounts and
accounts with inauthentic behavior that contravene OSN’s community standards and terms and conditions
rules. Additionally, policy interventions such as limiting the number of times a single account can share the
same post may help mitigate the spread of inauthentic content. Finally, this research advocates for: a
multi‐solution approach to manipulation on OSN’s, clear disclosure on how algorithms influence content
visibility, a larger access to data for researchers and journalists, and a stronger enforcement policy to
address this issue by empowering trust and safety specialists and content moderators worldwide with
necessary resources.

Since, because of the limitations, this study is just a preliminary investigation, similar research should be
carried out on corpora from other countries and across different OSNs, using diverse analytical methods, in
order to better understand the true scale and societal impact of accounts with inauthentic behaviour
operating within the vast ecosystem of billions of user profiles. They should be the ground for more robust
legislative and co‐regulatory measures. Also, they should argue for support from the media and civil society
which is essential in contributing to the broader efforts of monitoring these practices and educating the
public. Finally, greater awareness is needed among political actors, their communication teams, and even
political supporters or activists, regarding the destructive impact such practices have on democratic
processes and on our societies.
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