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Abstract

This article builds on the “geographies of hope” (Hazlewood et al., 2023) to better understand and address
the gendered challenges posed by Al technologies in the Global South. Al-powered surveillance and
technology-facilitated gender-based violence have reshaped digital geographies, leading to the rise of
non-consensual synthetic intimate images—often called “deepfakes” or “deepfake pornography’—that
disproportionately target women, LGBTQI+ communities, and racialized groups. These harms reveal the
urgent need for inclusive Al safety and Al regulation frameworks that reflect the diversity of material and
cultural geographies across the Global South. Through a cross-regional analysis of emerging Al safety
policies in Asia, Africa, and Latin America, this article critiques the limitations of top-down, risk-based
governance models and introduces a cross-cultural Gen(der) Al Safety framework rooted in decolonial and
feminist praxis. Using critical discourse analysis, it identifies three systemic challenges—exclusionary
legal-technical architectures, overreliance on individual responsibility, and entrenched power asymmetries.
In response, the article proposes “geographies of hope” that emphasize localized, community-driven, and
pleasure-positive interventions to counter digital harms. By centering intersectional and decolonial
approaches, it calls for an Al safety agenda that affirms gender agency, collective joy, and justice.
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1. Introduction

In an era marked by digital technologies, datafication, algorithmic surveillance, and broader digital
inequalities, new digital geographies of both harm and hope are emerging. Al is now a powerful
socio-technical force reshaping social structures, digitally mediated governance, and daily life. The rise of
Al-enabled tools is transforming societies worldwide—from restructuring gig economies in India (Bansal
et al., 2024), to predictive welfare models in Denmark (Amnesty International, 2024), to diagnostic systems
in Mexico’s public health sector (Bandhakavi, 2024). However, Al is not neutral; it is embedded in spatial,
cultural, and geopolitical contexts, shaped by global power dynamics, colonial legacies, and the
socio-technical landscapes of its locations. Its widespread adoption can exacerbate existing social
inequalities (UN, 2024b). In response, a countercurrent is emerging, grounded in justice-oriented
interventions. For example, the UN Women Al School (“Al for gender equality,” 2025) and Pivotal Ventures’
gender-focused tech investments (Confino, 2024) reimagine Al from the margins by advancing
gender-inclusive Al capacity building and equity-oriented design models.

Al safety refers to ensuring that Al technology is designed, developed, and deployed with sustainable reliability
to mitigate harm, emphasizing technical safety and social impacts (Leslie, 2019). As Al becomes widespread,
Fearnley et al. (2025) argue that the definition of Al safety must extend beyond physical harm to include
the psychological harm caused by Al. For instance, technology-facilitated gender-based violence (TFGBV) is a
broad term covering behaviors that use digital technology to promote gender-based harm (UN Women, 2022).
Al can not only amplify the threat of gender-based violence, but also create new forms of violence, which
have profound psychological and social consequences for victims (Dunn, 2021). Among them, non-consensual
synthetic intimate images (NCSII), as a new type of TFGBYV, severely invade the privacy and dignity of victims,
particularly across platforms and regions with weak legal protections (Sheikh & Rogers, 2024).

Building upon data feminism (D’Ignazio & Klein, 2020), which emphasizes how data practices intersect with
gender and power, this article frames Al safety as a practice rooted in relational care, accountability, and
justice, extending beyond technical risk-management approaches. We further adopt De Sousa Santos’
(2015) “pluriversal” epistemologies, emphasizing that Indigenous, feminist, and relational knowledge systems
should guide Al governance, moving beyond the assumptions of Western liberal frameworks that prioritize
individual autonomy, rationality, and universal norms. This study adopts a framework of harm, care, and
hope: Harm reveals structural injustices in Al gender safety, while care and hope offer relational and political
paths for responding, rebuilding, and imagining alternative futures (Hazlewood et al., 2023; Held, 2005;
Tronto, 1993). From this decolonial perspective, the “Global South” is understood not as a homogeneous
region, but as a political category. Following Spivak’s (1988) notion of “strategic essentialism,” we employ it
as a solidaristic category, enabling countries with shared colonial legacies, weak institutions, and limited
infrastructure to form strategic solidarities. This approach provides a cross-cultural comparative lens to
understanding and addressing gender Al safety, fostering collaborative, justice-oriented practices that are
sensitive to historically underrepresented contexts and communities.

Although some studies have explored TFGBYV safety and governance in Kenya (Amatika-Omondi, 2022) and
Pakistan (Batool et al., 2024), dominant Al safety frameworks remain shaped by Western ethical traditions.
These frameworks often center the individual, rationality, and universal rules or outcomes, sidelining collective
responsibility, relational obligations, ethical cosmologies, or community-led norms—central to many traditions
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in the Global South, such as Ubuntu in Africa, Dharma in South Asia, or Confucian relational ethics in East Asia
(Goffi, 2021; White et al., 2024). Therefore, global governance models often overlook the majority of digital
users in Africa, Asia, and South America (Arora, 2024a).

Current Al governance often adopts a paternalistic stance, assuming Western values as universally
applicable. This unidimensional normative output suppresses cultural diversity and inadequately addresses
differences within Global South norms and values, including clashes between genders, states, and citizens,
as well as enforcement capacities, thereby poorly integrating the needs of the Global South as technology
users and governance stakeholders (Goffi, 2021). More critically, the existing framework generally lacks the
collection of “gender data” (disaggregated data on women and girls, non-binary and other gender-diverse
individuals), which undermines evidence-based policymaking and reinforces social inequality and systemic
bias (Arora & Huang, 2025). Therefore, conceptualizing Al safety as a technical and regulatory issue risks
obscuring its deep social, political, and geographically sensitive dimensions. To introduce hope as an
analytical lens, this study draws on Hazlewood et al. (2023) to situate digital geographies as spaces where
critical imagination informs transformative practice. We advocate repositioning digital geography as a site of
hope, resistance, and rebuilding through transformative policy, challenging gender biases and injustices
while recentering pleasure-positive approaches to digital intimacy.

This article examines emerging forms of TFGBV in the Global South, particularly NCSII in “deepfake” and
“shallowfake” involuntary pornography. By analysing insufficient legal protections within cross-cultural and
patriarchal systems, we highlight the urgency of addressing global gender Al safety and call for a
contextualized, cross-cultural examination. Current Al safety discourse around deepfake technology
predominantly frames harm as risk aversion, rather than considering gendered agency and justice (Fabuyi
et al., 2024). The feminist perspective remains marginalized in the Al safety framework, with insufficient
attention to the root causes of gender inequality (Arora & Huang, 2025).

Methodologically, this study adopts a critical discourse analysis approach, examining policy documents,
feminist advocacy texts, and media coverage through a feminist and decolonial lens (Catalano & Waugh,
2020). This approach allows us to critically examine existing power structures (harm), explore ethical
practices grounded in relationality, accountability, and justice (care), and identify actions and discourses that
actively envision more equitable digital futures (hope).

To move beyond the dominant discourse on harm and to foster a vision of digital geographies guided by care
and hope, this article proposes a Gen(der) Al Safety ABCDE Framework: Alliances, Beta-testing, Collective
rights, Design justice, and Empowerment (see Table 1). This framework operationalizes a feminist and
decolonial approach, and provides practical steps for policymakers, technologists, and other stakeholders in
the Global South to develop gender-sensitive Al safety frameworks that address local contexts and protect
vulnerable communities, contributing to a more equitable digital future for all.
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Table 1. The ABCDE Framework for Gen(der) Al safety.

Framework element

Focus

Power shift

Core principle

Problem-solving

A:

Alliances
cross-cultural and
cross-sectoral

Cross-sector,
cross-cultural Al
safety governance

From Western
platform monopoly
to local-global
feminist coalitions

Power:

Shifting control to
those historically
excluded

Centering affected
communities in
shaping rules and
responses

B: Participatory Al From elite lab Responsiveness: Co-developing tools
Beta-testing governance and models to Iterative, and policy from the
approach to empirical lived-reality community-driven ground up with
evidence-led co-evaluation experimentation policymaking users

policymaking mechanisms

C: Local data From individualist Justice: Redressing harms by
Collective rights and sovereignty and privacy to collective Centering protecting group

responsibilities

group data justice

data governance

group-based redress
and recognition

identities and
community data

D:

Design justice of
affordances and
constraints

Inclusive,
transparent,
explainable Al
systems

From opaque
engineering to
co-created,
accountable design

Inclusion:
Designing Al
systems that serve
all, especially the
marginalized

Embedding feminist
values into Al
architectures and
interfaces

E:

Empowerment and
enablement-
oriented

Survivor-centered,
agency-enhancing
tech policies

From harm
reduction to
flourishing and
autonomy

Self-determination:
Enabling individuals
and communities to
govern their own
digital identities and
futures

Creating binding
obligations for
platforms and states
to protect users

2. Literature Review

Mainstream research on Al safety remains rooted in Western, Educated, Industrialized, Rich, and Democratic
(WEIRD) paradigms, often relying on abstract risk frameworks detached from the lived realities of users in
the Global South (Arora, 2024a). This research takes a different approach. Grounded in feminist,
interdisciplinary, and postcolonial studies, it understands technology as both a site of harm and hope.
It centers the experiences of women and gender-diverse groups in the Global South, redefining gender Al
safety as a pursuit of justice, accountability, and relational care. In these regions, patriarchy, gendered
institutions, data extraction, and platform power are intertwined, creating unique digital vulnerabilities.
By situating digital harms within their geopolitical and cultural contexts, this section reveals gaps and
structural inequalities in current Al governance frameworks, the socio-technical logics of NCSIl—commonly
referred to as “deepfake pornography,” though this term should not normalize or trivialize the harms
involved the feminist political economy of synthetic media.

2.1. Mapping TFGBV: The Gendered Landscape of Digital Harm in the Global South
TFGBV is defined as follows:

Any act that is committed, assisted, aggravated, or amplified by the use of information communication
technologies or other digital tools, that results in or is likely to result in physical, sexual, psychological,
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social, political, or economic harm, or other infringements of rights and freedoms. (UN Women,
2022, p. 4)

TFGBV encompasses a broad range of digital harm, including network harassment, image-based sexual abuse,
doxxing, defamation, stalking and monitoring, threats, and hate speech, that disproportionately target women
and marginalized groups (Dunn, 2021). Definitions of TFGBV across legal and platform frameworks remain
fragmented, reflecting divergent understandings of harm, responsibility, and accountability.

In this context, women and gender-diverse groups in the Global South face unique vulnerabilities shaped by
intersecting inequalities. A global survey found 85% of women experiencing or witnessing online violence,
with rates reaching 98% in the Middle East and 90% in Africa (The Economist Intelligence Unit, 2021).
Furthermore, intersectional reports show that some groups are disproportionately affected by TFGBV.
For instance, the UNESCO project The Chilling highlights that Black, Indigenous, and Jewish women
journalists report higher exposure to online violence than white women journalists (Chowdhury & Lakshmi,
2023). UN reports also indicate that women in rural or low-connectivity regions remain disproportionately
vulnerable to TFGBV due to digital literacy gaps and limited access to protection resources (UN, 2024a).

These individual-level harms are not isolated incidents—they are rooted in gendered power relations
embedded in digital technologies and institutional structures (Dunn, 2020). TFGBV operates beyond the
interpersonal level, revealing structural and institutional dynamics through the affordances of digital
platforms, including virality, anonymity, and permanence. As such, it increases the circulation of abuse and
diminishes perpetrators’ accountability (Henry et al., 2020; Powell et al., 2021). Women in many low- and
middle-income countries are increasingly misappropriated to generate “deepfake” content, resulting in
harassment, blackmail, reputational damage, and social exclusion (Sheikh & Rogers, 2024). In countries like
Ghana, Namibia, and Senegal, “deepfake pornography” has been weaponized against female politicians and
journalists to undermine their credibility (Miliza et al., 2025). Structural dynamics of TFGBV in the Global
South, where harms intersect with deep-rooted patriarchy, honor-based cultures, low digital literacy, and
limited protections, produce systemic formations of vulnerability (Bansal et al., 2024). In such contexts,
accountability often shifts from offenders to victims, leading to silencing and exclusion from public and
digital life. For instance, Moroccan activist Ibtissame “Betty” Lachgar faced online threats, harassment, and a
criminal sentence after her feminist social media post went viral (“Moroccan court upholds,” 2025), and an
18-year-old woman on Facebook was killed after a manipulated photo of her next to her boyfriend went
viral (Hussain, 2023).

2.2. “Deepfake Pornography” as Socio-Technical Gendered Harm

With the advancement of Al, NCSII has become increasingly widespread online, marking a disturbing evolution
of TFGBV disproportionately targeting women (Umbach et al., 2024). Unlike early forms of image-based sexual
abuse, which circulated authentic non-consensual intimate images, NCSIl does not require pre-existing explicit
material, and uses publicly available images to generate synthetic sexual content (Thomasen & Dunn, 2021).
Of the 95,820 identified deepfake videos globally in 2023, pornographic content constituted 98% of the total,
with 99% of the victims being women (Home Security Heroes, 2023, as cited in Birrer & Just, 2024).
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NCSII builds on existing structural gendered inequalities, exacerbated by Al tools and social media
algorithms that facilitate its rapid production and dissemination (Li et al., 2024; Viola & Voto, 2023).
Generative Al has significantly lowered both technical and financial barriers to producing such content,
while platform recommendation algorithms, driven by engagement metrics, inadvertently amplify its viral
circulation (Kalpokas & Kalpokiene, 2022, pp. 65-71).

Across regions, Al governance has adopted distinct regulatory frameworks in response to this phenomenon.
While the EU model integrates NCSII into broader digital governance, emphasizing transparency and data
privacy, and the US focuses on criminalizing specific harms and safeguarding individual rights within a free
speech context (Fabuyi et al., 2024), both fail to address the structural, gendered nature of digital harm (Birrer
& Just, 2024). In the Global South, these harms are further exacerbated by deep-rooted socio-cultural norms,
legal gaps, and limited legal aid and digital literacy (Sheikh & Rogers, 2024).

Feminist and decolonial theories reveal how Al exacerbates gender inequalities, challenging claims of
technological “neutrality” and arguing how these systems are structurally embedded in and reinforce existing
power dynamics. From a data feminism perspective (D’lgnazio & Klein, 2020), patriarchal structures within Al
systems lead to the non-consensual extraction and commodification of marginalized groups’ identities and
experiences, thereby reproducing and deepening intersecting gendered, racial, and economic inequalities.
Benjamin (2023), in her analysis of the “New Jim Crow,” further reveals that technology not only passively
replicates but actively amplifies structural racial and gender hierarchies and fosters new mechanisms of
social control. Arora and Natale (2025) advocate for “Situated Al” practices, to reinvigorate engagements
with the global that can account for the local, the cultural, and the particular in the context of generative
media. Based on these theoretical insights, NCSII can be understood as more than an individual harm, as
they are situated at the intersection of gendered technological infrastructures and global power structures.

From this perspective, our decolonial feminist approach operates on three interrelated levels:
epistemologically, by centering experiences from the Global South (Arora, 2024a); methodologically, by
promoting cross-regional and reflexive research (D’lgnazio & Klein, 2020); and politically, by challenging
Northern-centric Al governance narratives (Arora & Natale, 2025). This framework deepens critiques of
dominant models of Al governance and provides a basis for examining the political economy of deepfake
content regulation. More importantly, it sets the stage for introducing reconstructive approaches such as
“geographies of hope” (Hazlewood et al., 2023), which reframe governance beyond risk and harm toward
reimaginations of care, agency, and future visions.

2.3. The Political Economy of Deepfake Technology: Who Controls Al-Generated Content?

A feminist political economy allows us to examine how NCSII emerges from and reinforces intersecting
hierarchies of gender, class, and global power, especially for women and marginalized digital users (Rao &
Akram-Lodhi, 2021). The development and governance of deepfake technologies are concentrated among
tech companies, open-source developer networks, and online communities, mainly located in the Global
North, leaving Global South countries with little autonomy in setting platform accountability or technical
standards (Viola & Voto, 2023). These actors control both content production tools and the infrastructures
that distribute and monetize NCSII content, including cloud services, algorithms, and hosting platforms. This
ownership structure excludes Southern communities from decisions over their data, digital identities, and
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participation in online spaces (Paris, 2021). In particular, women and gender-diverse users in the Global
South often lack control over how their identities are used or commodified. Furthermore, the technical labor
of Al and deepfake tools is dominated by male engineers, developers, and entrepreneurs in the Global North
(Mishra et al., 2024). Meanwhile, women, especially in the Global South, bear the social and emotional
burden of NCSII. This unpaid, gendered labour, including coping with harm, seeking redress, protecting
oneself online, and rebuilding safety, remains insufficiently recognized within many platform design and
policy frameworks (Birrer & Just, 2024).

Despite generating economic value in advertising, entertainment, and politics, deepfake technologies
operate within platform economies that tend to prioritize monetisation and innovation, and often at the
expense of user safety and gender justice (Paris, 2021). Regulatory frameworks, too, are tilted toward
maintaining the existing power structures and logics, rather than being centred on user wellbeing and social
justice. For instance, in the US, Section 230 of the Communications Decency Act shields platforms from
liability; while the EU’s Digital Services Act centers on a “notice-and-action” mechanism that emphasizes
post-event governance and user rights, providing large technology companies with legitimacy and
operational space due to its complex compliance system. China's Deep Synthesis Regulation imposes
proactive pre-publication review and platform accountability to maintain social stability and public opinion
security (Okolie, 2023; Zheng et al., 2025). Whether driven by commercial logic or state-oriented control,
these models fail to center user safety and gender equality, which indirectly exacerbate the vulnerability of
women and gender diversity groups in the Global South. By contrast, some countries have implemented
specific legislation aimed at protecting victims from NCSII content, including the UK Online Safety Act 2023
and Australia's eSafety Commissioner regulations (Broinowski & Martin, 2024; Romero Moreno, 2024).
These developments demonstrate that regulatory practices vary significantly across the globe, underscoring
the need for global standards that are rights-based, feminist, and yet are situated in the lived realities, local
cultures, and social structures, to ensure standards can become enforceable.

From the perspective of feminist political economy and decolonial theory, NCSII is a systemic phenomenon
driven by platform capitalism, patriarchal structures, and global hierarchies. Global North-controlled
infrastructure and algorithms can reinforce capital accumulation, transforming the identities and experiences
of women and gender diversity groups in the Global South into exploitable data resources. Economically,
platform capitalism shifts the costs of safety and emotional labor onto female users, while benefiting from
the guise of neutral regulation to mask these inequities. Moreover, colonial power dynamics have historically
produced gendered “accumulation by dispossession,” making the structural marginalization of Global South
women in digital spaces almost inevitable (Harvey, 2004). Therefore, the proposed Gen(der) Al Safety
framework must go beyond content moderation and include those excluded from the design and regulation
of digital technologies.

2.4. Cross-Cultural Policy Approaches and Challenges for Gender Al Safety in the Global South

Dominant global Al governance models are shaped by frameworks led by the EU, the US, and China, each
reflecting distinct institutional priorities. The EU’s Al Act establishes a risk-centric regulatory framework
focusing on quantifiable Al risks (e.g., unacceptable or high) and emphasizing conformity assessments and
transparency obligations. However, it offers limited attention to deeply rooted social and intersectional
harms, such as TFGBYV, which are difficult to quantify (Fabuyi et al.,, 2024; Valeriani & Polito, 2025).
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In contrast, US Al policy tends to privatize safety through legislation like Section 230 of the Communications
Decency Act, leaving survivors of digital abuse to navigate opaque moderation systems with limited
recourse (Paris, 2021). China’s model allows for rapid intervention, particularly in the governance of
synthetic media, but prioritizes state security and social stability. Policies like the Provisions on the
Administration of Deep Synthesis Internet Information Services prohibit harms such as NCSII; however,
these bans often serve state control rather than gender justice (Birrer & Just, 2024). While these
frameworks differ in approach, they define safety through institutional and geopolitical logics rather than
the lived experiences of survivors, limiting their capacity to address the complex social, cultural, and legal
realities of TFGBYV, especially in Global South contexts.

The NCSII challenges in the Global South reveal the structural limitations of Global North models in
addressing gender Al safety. Cultural logics and intersecting social identities shape both the forms and
severity of harm. For instance, South Africa has criminalized NCSII and incorporated it into data protection
law (Cybercrimes Act and the Protection of Personal Information Act), but its legal framework still reflects
Western-leaning priorities emphasizing free speech and intellectual property, making enforcement difficult
due to weak accountability and delayed implementation (Gotora, 2024). In Senegal, women with public
visibility and political engagement are more likely to be targeted by deepfakes (Miliza et al., 2025). These
cultural logics interact with dimensions such as age, caste, religion, sexual orientation, and disability,
exacerbating the vulnerability of certain groups (Bansal et al., 2024). These examples demonstrate that
Northern-centric governance standards cannot adequately reflect the complexities of Global South societies.

In addition, support for victims varies significantly across the Global South. In countries such as Namibia and
Indonesia, survivors often face shaming, isolation, or indifference from law enforcement (Ferdinal & Bakir,
2024; Miliza et al., 2025). Structural barriers, including limited legal protections, weak enforcement, and
cultural stigma, further discourage reporting in Ghana and Senegal. These challenges persist in many Global
North contexts, where police responses to NCSIl remain limited and inconsistent (Birrer & Just, 2024;
Umbach et al., 2024).

Institutionally, many legal systems in the Global South lag behind technological developments, lacking clear
definitions and regulatory mechanisms for harms such as NCSII or algorithmic bias. For instance, India lacks
a legal definition of “deepfake” (Vig, 2024). Although South Africa passed the Cybercrimes Act in 2021, its
narrow definition of TFGBV and the need to prove “intent to harm” create obstacles for prosecution (Gotora,
2024, p. 14). Mexico’s Ley Olimpia represents a landmark legal response to TFGBYV, including deepfakes, yet
over 80% of cases go unreported (Escalera Silva et al., 2024).

Furthermore, the Global South faces systemic disadvantages in technological infrastructure, data
sovereignty, judicial capacity, and cross-platform governance. Judicial institutions often lack the technical
tools and training to identify Al-generated content in NCSII cases, complicating evidence collection and
prosecution (Miliza et al., 2025). Meanwhile, NCSII frequently spreads across platforms and countries,
testing the limits of traditional territorial jurisdiction, making it more difficult to hold people and
organizations accountable (Batool et al., 2024). At the same time, due to the fragmented and inconsistent
policies and tools used by technology companies to define and detect NCSIl content, law enforcement
agencies often remain dependent on platform-specific procedures for content removal and evidence
extraction (Bioni et al., 2023).
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Despite judicial inefficiencies, limited technical capacity, and transnational regulatory gaps, the Global South
has developed a range of innovative, locally rooted practices that bridge the systemic gaps left by dominant
governance frameworks in the EU, US, and China. In Brazil and Senegal, local actors pilot community-based
Al ethics through Indigenous data governance models and open infrastructures (Bioni et al., 2023; Miliza
et al, 2025). Without strong state-led regulation, locally rooted experimentations step in and offer
alternative pathways. For instance, in Pakistan, NGOs collaborate with law enforcement to develop hybrid
judicial models combining digital forensics with trauma-informed care, offering survivors both emotional
support and evidentiary resources (Batool et al., 2024). In Latin America, the Olimpia chatbot provides
Al-powered emotional support and legal guidance to TFGBYV victims, addressing gaps in institutional care
(AuraChat.Ai, 2025).

These localized examples challenge the assumption that effective Al governance must mirror models from the
Global North. Instead, they highlight the agency of Global South communities in shaping alternative pathways
through culturally grounded resistance, relational care, and local gendered experiences, and in making the
Global South not a regulatory gap for Al safety, but a geography of hope.

3. Policy Pathways for Gen(der) Al Safety
3.1. The Geographies of Hope for Policymaking

As generative Al becomes deeply embedded in social and cultural systems, scholars are moving beyond
singular risk-based governance approaches, shifting toward multidimensional frameworks that integrate
ethical, social, and relational perspectives (Pawelec, 2024; Whittaker et al., 2023). This has led to calls for a
geographic reorientation of technology governance, emphasizing the need to treat spatiality as a critical
dimension in understanding and shaping Al safety policy contextually (Walker & Winders, 2021).
In response, critical geography’s concept of “geographies of hope” offers a bottom-up theoretical and
practical pathway for reimagining Al governance (Hicks, 2018). Hazlewood et al's (2023) “geographies of
hope-in-praxis” framework stresses that technology policy must be embedded in space, power relations, and
lived experiences, asking who gets to imagine hope, in which spaces, and whose futures are included. This
implies that policy development should move beyond a narrow focus on technical functionality and
economic utility, instead grounding itself in broader socio-spatial contexts and attending to the experiences
and aspirations of those marginalized by technology, such as the Global South communities.

Here, the Global South represents a political category rather than a homogenous geographic entity. Despite
its temporal flattening, it enables solidarity across shared postcolonial trajectories of weak institutional
enforcement, patriarchal norms, and limited infrastructures (Spivak, 1988). Following Spivak’s notion of
“strategic essentialism,” we deploy the Global South not as a homogenous unit but as a solidaristic category
for comparative insights and collective pathways to gender Al safety. This provides a basis to move beyond
the North/South binary toward South-South and North-South strategies, insisting that Al protocols be
intrinsically cross-cultural and equity-based, with geographies of hope co-constructed by historically
underrepresented contexts and communities.

Hence, efforts to govern gender Al safety in the Global South must begin with understanding that hope in the
Global South is not a product of naivety, but a persistent ethical stance and survival strategy emerging from
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enduring harm, structural asymmetries, and historical injustice (Arora, 2024b). This method centers the fears
and hopes of women, LGBTQ+, and sexual minority groups in digital environments, positioning tech policy as
a potential site of transformative practice. Their insights reframe Al safety not as a technical challenge but as a
lived, ongoing negotiation of harm, care, and hope. These grounded practices require governance frameworks
that are participatory, intersectional, and responsive to the diverse realities of life in the Global South. Thus,
constructing a “mapping of hope” is not merely a conceptual exploration, but a practical reconstruction of how
policy knowledge is produced, who participates, and what social imaginaries do technologies carry (Geerts,
2022, p. 385). Hope, in this context, becomes a governance approach in the Global South: a commitment to
expanding the conditions of possibility for gender digital flourishing.

3.2. Legislative Innovations for Gendered Al Safety in the Global South

In the Global South, feminist and citizen-led data governance communities are pioneering innovative
approaches to Al safety regulation that center care and justice in response to the challenges of gender
inequality and algorithmic harm. These innovations are fundamental, not merely experimental, serving as
structural responses to the gendered harms deeply embedded in digital infrastructures. What's more, these
efforts challenge the dominant Al governance paradigms shaped by the Global North.

Unlike the risk-management approaches that prioritize hazard mitigation and strict control, legislative
innovations in the Global South view Al safety as inseparable from broader struggles for gender justice, data
sovereignty, and technological self-determination. The Digital Rights Foundation exemplifies this shift by
developing feminist digital security frameworks that foreground survivor-centric, trauma-informed, and
gender-responsive policies (Digital Rights Foundation, 2025a). Its Digital Security Helpline, South Asia’s first
dedicated service for digital rights, has received over 20,000 cases since its launch in Pakistan, offering
psychosocial and legal support, as well as policy recommendations grounded in the lived realities of digital
harms. According to the foundation's executive director, Nighat Dad, “cultural nuance, emotional
intelligence, and lived experience cannot be programmed” (Digital Rights Foundation, 2025b). The Digital
Rights Foundation’s work advocates for reimagining gender Al safety as contextual, relational, and
care-oriented, resisting automation-driven responses to gendered harms such as deepfakes, algorithmic
blackmail, or image-based sexual abuse.

This reorientation is not confined to institutional governance; it is expanded through grassroots feminist
tech practices across the Global South, where communities mobilize data not merely to protect, but also to
empower. The civic interventions are not confined to risk reduction; they proactively create structures that
strengthen participation and decision-making. Activist projects like Mariéme Jamme's iamtheCODE
Foundation in Senegal and Maria Salguero’s femicide mapping in Mexico exemplify how data can be
mobilized for justice and visibility rather than surveillance and exclusion (Johnson, 2022; McCormick, 2024).
Jamme’s coding camps equip marginalized girls with the tools to become digital creators, not just passive
subjects of Al systems. Salguero’s femicide maps have not only raised national awareness but have also
informed legislative reforms and public policy debates in Mexico, exemplifying how feminist data activism
can transform fragmented, grassroots evidence into powerful tools for shaping state accountability and
responsive governance. These examples demonstrate a situated, hopeful approach that emerges not from
pessimism but within the Global South’s fragmented, censored, and often digitally mediated patriarchal
conditions (Arora, 2024a).
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Furthermore, localized regulatory mechanisms are emerging to formalize these grassroots practices.
In Mexico, Ley Olimpia, a comprehensive set of legislative reforms enacted across various states, recognizes
and penalizes digital violence, particularly offences that violate individuals’ sexual privacy through digital
means (de la Vega & Escalera Silva, 2025). Named after activist Olimpia Coral Melo, who led the
“Ley Olimpia movement” after surviving image-based abuse, the law is now considered a model framework
for combating digital gender violence in Latin America (de la Vega & Escalera Silva, 2025, p. 5). Although
often contested and incomplete, these legislative strategies in the Global South indicate the potential for
feminist engagement with state structures to reshape legal infrastructures around digital harm.

Most importantly, these interventions demonstrate the limitations of standardized regulatory modes that
attempt a one-size-fits-all solution (Phelan, 2022). Instead, they advocate for pluriversal approaches that
recognize and incorporate local contexts, legal traditions, and sociotechnical realities that are situated,
context-specific, and co-created with communities, acknowledging multiple valid ways to understand
technology, define justice, and live in the digital world. This includes cross-sectoral collaborations between
civic organizations, government policymakers, technologists, and feminists to create governance models of
safety, participation, and flourishing.

3.3. The ABCDE Framework for Gen(der) Al Safety: Mapping of Hope

As Al technologies increasingly shape the lived realities of billions through recommendation systems,
automated content generation, virtual agents, and biometric surveillance, the question is no longer merely
whether Al systems are safe, but safe for whom, by whom, and under what conditions (Bengio et al., 2025;
Valeriani & Polito, 2025). Addressing this complex notion of Al safety demands a fundamental shift in
approach. It cannot be resolved through technical fixes or regulatory mandates alone, as its inherent
complexity is deeply embedded in social, cultural, and political factors (Valeriani & Polito, 2025). This requires
an urgent shift from centralized, reactive, and technocratic governance models toward participatory,
anticipatory, and justice-driven approaches that center cultural specificity, community agency, and the lived
realities of marginalized groups (Arora, 2024a). This article proposes the ABCDE Framework for Gen(der) Al
Safety to operationalize this transformative vision of inclusive, anticipatory, and feminist Al governance.
Figure 1 shows the overall structure of the ABCDE framework and its five interdependent pillars. This
inclusive framework is rooted in cross-cultural alliances, empirical co-design, collective rights, design justice,
and empowerment. Each pillar of the framework directly addresses one or more of the questions above,
providing a holistic strategy to building Al futures that are not only safe, but also fair, equitable, and inclusive.

3.3.1. Alliances Cross-Cultural and Cross-Sectoral

Al governance models fundamentally shape how safety is defined, how it operates, and whose interests are
ultimately served (Paris, 2021). In a deeply mediatized Al ecosystem characterized by structural inequities
and asymmetrical power flows, cross-cultural and cross-sectoral alliances are not subsidiary to governance.
Rather, they are the architecture upon which inclusive Al futures must be built (Arora, 2024a). Even the
most technologically advanced Al systems can replicate and exacerbate existing exclusions if their design,
deployment, and governance are divorced from inclusive relations, social context, and the lived experiences
of those they serve. This highlights that to address gender inequality and other deep social exclusions in Al
systems, it is not enough to rely on technological development alone. Instead, building and relying on
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Figure 1. The ABCDE Framework for Gen(der) Al Safety.

cross-sectoral alliances is crucial to connect policymakers, feminist researchers, grassroots organizers, artists,
technologists, and civil society actors. Moreover, the framework also insists on cross-cultural solidarity as a
central governance mode, especially among Global South actors. These alliances must extend beyond a
symbolic level of diversity and promote in-depth dialogue and transformation between feminist, decolonial,
and Indigenous knowledge systems, which are not just consulted but structurally embedded.

According to Arora (2024a), decolonial frameworks require more than mere recognition. They need a
fundamental redistribution of governance power, enabling agency of marginalized communities most
impacted by Al systems. This process involves supporting institutional mechanisms traditionally excluded
from the core of Al governance, including higher education translating critical knowledge into actionable
insights, public institutions promoting fair and equitable legislation, and rights-based advocacy groups
mediating local norms with global justice. This redistribution is both ethical and strategic: Cross-cultural and
cross-sectoral alliances are more resilient to capture by Big Tech monopolies or authoritarian regimes and
reflect governance logics already practiced in many Indigenous, feminist, and cooperative traditions across
the Global South. These alliances decentralize power while institutionalizing accountability through legal
reforms, public oversight, and platform compliance mechanisms, thereby translating power redistribution
into enforceable governance. They further enhance survivor support systems, and improve platform
procedures for content removal, data preservation, and evidence provision.

The intersectoral feminist alliances in Latin America offer an example (Ciolfi Felice et al., 2025). By
promoting legal reforms and cross-regional networks, they have built a governance framework to challenge
tech monopolies and algorithmic discrimination. Yet, despite advances in legislation and public advocacy,
there remain challenges related to resource sustainability and limited leverage over large technology
corporations. Persistent transformation of governance structures grounded in cross-sectoral and
cross-cultural alliances can incrementally but meaningfully institute structural change.
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3.3.2. Beta-Testing Approach to Evidence-Led Policymaking

Beta-testing is proposed as a foundational strategy for developing evidence-based policies that are responsive
to the lived experiences of those most affected by Al harms in the Gen(der) Al Safety Framework. Rather than
top-down and technocratic models, characterized by regulation and risk-based technical classifications (Birrer
& Just, 2024), beta-testing calls for an iterative, participatory, and community-driven approach to Al safety
governance. At its core, beta-testing reframes policymaking as an evolving process: one that relies on empirical
testing, localized feedback mechanisms, and user-driven interventions (Arora, 2024a). It centers communities
as co-creators of policy, not passive recipients of legal frameworks. This shift is especially critical in addressing
emerging Al harms such as “deepfake pornography” where threats evolve more rapidly than legal systems
can respond.

Responsive governance is made possible through mechanisms such as community-informed pilot programs,
digital helplines, and survivor-led consultations. For example, the Digital Rights Foundation’s helpline in
Pakistan, designed to support victims of TFGBV, exemplifies how grassroots infrastructures can inform agile
policy reform (Digital Rights Foundation, 2025a). Such models do more than collect complaints; they
generate real-time insights that can be translated into concrete responsibilities, design interventions, and
enforcement practices. Beta-testing can enable survivor-centered policy decisions, with continuous iteration
for assessing its effectiveness across diverse cultural and contextual environments. The core contribution of
the beta-testing approach lies in establishing an agile cycle linking practice, empowerment, and systemic
strengthening, given the fast-changing nature of Al technologies. When feedback and response mechanisms
are embedded in policymaking, governance no longer operates as a one-way directive and becomes a
self-learning, self-correcting process.

3.3.3. Collective Rights and Responsibilities (Group Privacy vs. Individual Privacy)

US and EU Al safety and data governance models are deeply rooted in liberal legal traditions that prioritize
individual rights, especially personal privacy and consent, as the normative foundation of ethical oversight
(Fabuyi et al., 2024). However, in deeply mediatized environments of the Global South, data are
fundamentally relational, cultural, and communal (Bhatia et al., 2025). Consequently, WEIRD models often
obscure a critical reality: Harms are not exclusively personal. They are also collective, particularly for
marginalized gender groups, racialized communities, and Indigenous populations whose data and
representations are co-constituted through shared histories, identities, and systemic injustices (Arora, 2024b).

The collective rights and responsibilities pillar addresses this gap by centering group privacy, and cultural
data sovereignty. It sidelines the Western paradigm of data protection, which is shaped by narrow,
proprietary conceptions that prioritize the individual and marginalize relational and collectivist ethical
frameworks (such as Ubuntu and Buddhist perspectives) that emphasize communal accountability and
interconnected privacy (Goffi, 2021). This limitation is critical because Al systems, operating within data
capitalism, routinely extract, process, and commodify data in ways that implicate entire communities,
especially in the Global South, reinforcing systemic inequalities, eroding collective autonomy, and
perpetuating digital colonialism (Medrado & Verdegem, 2024). For instance, when facial recognition
algorithms misclassify racialized gender expressions, or when generative Al systems remix Indigenous
symbols without consent, attribution, or accountability, they not only violate individual privacy but also
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disrupt communal narratives, cultural continuity, and the intergenerational transmission of knowledge
(Chateau et al., 2025; Zevop & Ballet, 2025).

Furthermore, this pillar redefines the architecture of justice. Shifting the focus from individual compensation,
it advocates for community-led response systems and shared responsibility. This includes collective legal
standing in content takedown processes, cooperative licensing models for cultural expression, and
restorative justice measures for algorithmic harms disproportionately affecting gendered and cultural
communities. These interventions reimagine Al safety as relational and systemic, not just procedural (Arora,
2024a). For example, African communal data governance practices demonstrate how local communities
collaboratively manage sensitive genetic and health data, guided by philosophies such as Ubuntu and
Ujamaa, which emphasize relational responsibilities, collective ownership, and shared accountability in
decision-making and data use (Munung et al., 2024). These practices echo minority-led initiatives in Western
countries, including the Sami Data Sovereignty Initiative (Kukutai & Taylor, 2016). The Sami Data
Sovereignty Initiative enables the Sami people to assert authority over their data, embedding cultural values
and ethical principles into digital infrastructures. These cases demonstrate how marginalized communities
across diverse regions are operationalizing justice-centered approaches to Al and data governance, while
also revealing ongoing challenges such as resource constraints and the need for institutional support.

Ultimately, recognizing collective rights necessitates a radical shift in power—from extractive data regimes
dominated by corporate platforms and state institutions toward community-determination. This means
enabling communities to define the terms under which their data are gathered, circulated, and remediated,
including who benefits and how harm is addressed. In feminist and decolonial contexts, this is essential to
counteract ongoing epistemic violence, cultural appropriation, and gendered exploitation, often obscured by
the rhetoric of “innovation.” The significance of these practices is rooted in the empowerment they generate
among participants. When communities exercise genuine control over their data, narratives, and identities,
they shift from being objects of governance to active agents. This enhanced agency reinforces both the
ethical foundations and operational structure, creating a self-reinforcing cycle resilient to external
exploitation and grounded in cultural resources. Meaningful Al safety frameworks, therefore, must be
embedded in sustained, community-driven, justice-oriented practice.

3.3.4. Design Justice of Affordances and Constraints

Design justice demands a shift from WEIRD paradigms toward participatory, transparent, context-sensitive
approaches rooted in feminist, decolonial frameworks. It centers the idea that technologies, particularly Al
systems, are never neutral in design (Bengio et al., 2025). They are not only embedded with human values,
intentions, and social biases during their design and training, but they also actively structure the conditions of
hope for user behavior, shaping what actions are enabled, constrained, or excluded. In the ABCDE Framework
for Gen(der) Al Safety, design becomes the site where power is encoded: At the interface level, the framework
surfaces who matters, what is normal, and what forms of agency are permitted or denied when attending to
algorithmic decisions. To promote gender Al safety and flourishing in the Global South, design justice must
center the affordances (what systems enable) and constraints (what systems restrict) from the perspective of
the marginalized users (Arora, 2024a).
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For instance, in Latin America, UN Women and the UN International Computing Centre co-developed a
multilingual Al model to detect and flag sexist content on X (formerly Twitter), trained on Spanish-speaking
culturally specific datasets (International Telecommunication Union, 2024). This initiative exemplifies design
justice in action—embedding feminist principles into Al, while ensuring that content moderation reflects
local realities rather than defaulting to WEIRD-centric norms. A comparable approach is seen in Western
contexts, such as Costanza-Chock’s (2020) design justice project that develops participatory methods to
co-design digital systems with marginalized groups, ensuring the technologies reflect people’s needs and
values. These cases highlight how inclusive design, especially in moderation systems, can empower
marginalized users. Extending this principle further, gender-diverse representation, multilingual moderation,
and community-controlled data can expand agency and inclusion (Arora, 2024a). Restricting Al from
generating hypersexualized, racialized, or non-consensual imagery is a safeguard against structural violence
(Bengio et al., 2025).

Reframing safety as a relational and political concern implies building it into Al systems at the level of
everyday user interaction, rather than relying solely on state regulatory frameworks. When embedded
within the technical architecture, such design can empower users and communities, transforming them from
passive subjects of protection into active agents in shaping the technological environment. This enhanced
capability, in turn, generates a continuous drive and legitimacy for the safety governance system, advancing
its continual evolution toward greater justice and inclusivity.

3.3.5. Empowerment and Enablement-Oriented

The final pillar of the ABCDE Framework—empowerment and enablement-oriented—repositions gender Al
safety not as a perimeter of risk avoidance, but as a platform for hope, which is a spatial, social, and political
commitment to empowerment and self-determination. This orientation moves beyond conventional,
protectionist models of Al governance that treat users as passive recipients of harm mitigation, and instead
affirms them as co-creators of digital futures grounded in justice, joy, and autonomy.

Mainstream Al safety discourses—dominated by the US, EU, and China—often flatten the spatial politics of Al,
negating the lived realities and knowledge systems of those at the margins, particularly in the Global South.
As Hazlewood et al. (2023) argue, empowerment is spatially situated and relationally constituted. It draws
from critical geography and feminist theory to center the aspirations and creative capacities of communities
that have historically been excluded from shaping technological imaginaries, particularly women, LGBTQ+,
and other marginalized groups in the Global South. These are not just “end users” of Al; they are key actors
whose unique knowledge and cultural visions must guide Al governance (Arora, 2024a).

Empowerment involves survivor-led policy design, gender-sensitive safety architectures, and
community-driven governance mechanisms (Miliza et al., 2025). Examples of this empowerment in action
are already visible: In Argentina, the feminist initiative AymurAl, developed by Data Género, equips judicial
staff, particularly in criminal courts, with tools to anonymize and structure legal rulings on gender-based
violence (Whitehead & Gandhi, 2024). By transforming opaque judicial records into open, privacy-protected
datasets, AymurAl strengthens the capacity of institutional actors to make gender-based violence data
accessible and actionable, while enabling feminist civil society to use these data for survivor-centered
advocacy, policy reform, and systemic transparency. The significance of such practices derives from the
ongoing drive for change they generate; they establish a reinforcing cycle: Enhanced institutional action and

Media and Communication ¢ 2026 ¢ Volume 14 o Article 10969 15


https://www.cogitatiopress.com

S cogitatio

stronger social oversight create a governance environment more responsive to gender justice, which in turn
fosters further empowerment initiatives.

This pillar serves as a vital, self-reinforcing engine for the gender Al safety framework system, ensuring that
governance transcends static regulation-making and continuously evolves through the strengthened agency
of communities and institutions toward justice.

This ABCDE Framework offers a transformative roadmap for reimagining gen(der) Al safety through a feminist,
justice-oriented, and Global South-led lens. This framework not only safeguards against harm, but also actively
cultivates inclusive, culturally grounded, and empowering digital futures.

4. Rethinking Al Safety: From Harm and Care Toward a Hopeful Future

Feminist technoscience scholars argue that safety and harm in technology and design are not isolated risk
control issues, but are shaped and determined by profound social, relational, and political factors
(Costanza-Chock, 2020). Dominant regulatory approaches remain narrowly focused on detecting Al content
that imitates reality, such as synthetic media or manipulated video, while this harm-centered perspective
overlooks the structural exclusions embedded in Al design, deployment, and governance (Bengio et al.,
2025; Fabuyi et al., 2024). Most regulatory systems in the Global South continue to rely on outdated models
that treat such harms as incidental rather than systemic (Batool et al., 2024). This blind spot is further
compounded by global governance structures in which standards, enforcement, and accountability are
largely shaped by institutions in the Global North, often leaving the Global South structurally excluded
(Okolie, 2023; Zheng et al., 2025).

This approach often overlooks the agency and motivations of marginalized users themselves. Global South
users, including women and other marginalized groups, engage with digital platforms to access work,
education, public visibility, and community building. As Arora (2019, 2024a) emphasizes, marginalized users
frequently navigate challenging environments (such as patriarchal norms, surveillance, censorship, and bias).
Hence, the digital can serve as one of the few places where they can assert autonomy, resist marginalization,
and participate in public life, despite the digital harms and risks. Overlooking this dual reality of harm and
hope results in policy approaches that restrict access rather than enabling safer, more equitable participation
online. Feminist and justice-oriented Al governance must begin with this contradiction where risk and
opportunity coexist, and shift from diagnosing harm to cultivating care and mobilizing hope.

Rethinking Al safety requires a decisive shift away from defensive, risk-centric paradigms toward frameworks
that are co-constructed, spatially situated, and contextually grounded. Drawing on feminist theory and the
concept of the geographies of hope (Hazlewood et al., 2023), we argue that care must be reframed not as
digital paternalism but as a commitment to infrastructural support, mutual accountability, and enabling agency.
It demands the development of co-designed Al systems that prioritize user dignity, participatory governance,
and collective well-being (Arora, 2024a). Furthermore, we reposition the digital space through the geographies
of hope. Grounding Al governance in the lived experiences and socio-spatial realities in the Global South
enables policy frameworks that respond to the aspirations, fears, and hopes of marginalized communities.
Through this reconceptualization, gen(der) Al safety offers not only a critique of Global North paradigms, but
also a forward-looking approach for inclusive, proactive, and just Al futures.
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