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Abstract
Data sharing poses a major challenge for digital media and communication research, particularly in sensitive
areas such as far‐right online studies. This article introduces the innovative concept of a “community data
trustee” (CDT), a research infrastructure aimed at fostering collaboration and the sharing of research data,
such as digital account lists. Compiling these lists is a critical yet labor‐intensive step in many research
projects; sharing them could significantly reduce effort and improve data quality. However, especially in
sensitive research areas, sharing remains rare due to legal uncertainties and limited incentives. This hinders
the traceability and comparability of research findings and threatens overall research quality. To address
these challenges, we introduce the CDT as a collective research infrastructure that promotes the shared use
of extensive account lists. The CDT views actor directories as a communal asset, developed and utilized
based on mutually agreed‐upon guidelines. A principle of reciprocity underpins this model: Those who
access the lists also contribute to their updates and expansions, returning them to the data pool. An online
portal facilitates the exchange and collaborative maintenance of the data. The setup of the CDT includes
appropriate technical measures to ensure compliance with data protection and security standards, along
with a robust regulatory framework that creates a legally secure environment for sharing personal data. This
approach aims to (a) incentivize data sharing, (b) foster trust and legal certainty among research projects,
(c) enhance data quality through ongoing maintenance, and (d) enhance researcher safety.
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1. Introduction

The rise of the internet, along with the increased availability of observational digital trace data, has
significantly transformed the social sciences in general and media and communication research in particular.
New (sub‐)disciplines and methods, such as computational social science, web science, internet studies, and
digital anthropology, have emerged. Meanwhile, many established fields have undergone a “digital turn,”
integrating digital perspectives, data, and methodologies into their traditional frameworks, including media
and communication research (Horst & Miller, 2020; Lazer et al., 2020; Theocharis & Jungherr, 2020). These
developments have been driven both by new methodological opportunities and by a growing societal
interest in the political and cultural consequences of digital media. Research attention has shifted from early
hopes of online democratization (Castells, 2013) toward concerns over polarization, disinformation, and the
increasing visibility and activity of extremist movements online, particularly the far‐right (Lorenz‐Spreen
et al., 2023).

The far‐right, as an umbrella term, encompasses illiberal radical, and anti‐democratic extremist manifestations
of right‐wing politics whose common ideological core is motivated by nativism (i.e., the belief that the state
should be inhabited exclusively by members of the native group, while non‐native people are considered a
threat) and authoritarianism (i.e., the vision of a strictly ordered society in which violations of authority are
to be punished severely; Pirro, 2023). Far‐right actors have maintained an online presence since as early as
1984 in the form of bulletin board systems. Since then, this presence has evolved, suggesting that far‐right
actors are particularly adept at leveraging the digital landscape to their advantage (Conway et al., 2019). They
use digital media to disseminate propaganda, recruit members, coordinate activities, and attempt to influence
electoral outcomes (Hoffmann & Rone, 2023; Miller‐Idriss, 2020). This effectiveness has led to an increased
demand for research focused on the far‐right online and the societal and political risks it poses.

A foundational aspect of far‐right online studies, as well as other fields of digital media and communication
research, involves compiling lists of accounts associated with relevant individuals or organizations for
“account‐based sampling.” While this process serves as a crucial starting point for further data collection
efforts (Wiedemann et al., 2023), it also presents significant challenges (Jost et al., 2023). The far‐right online
is vast and characterized by extreme dynamism, secrecy, and rapid evolution. Similar to other comparable
movements, it may encompass thousands of relevant actors across various platforms—both mainstream and
niche—within a single country, such as the UK, France, or Germany (Guhl et al., 2020; Miller‐Idriss, 2020).
The German far‐right online ecosystem has evolved from earlier websites, forums, and other static digital
communication spaces into a differentiated cross‐platform infrastructure. Today, it comprises a
decentralized but interconnected network of party‐political actors, movement organizations, alternative
media, influencers, and supporter milieus distributed across mainstream and alternative platforms (Guhl
et al., 2020). This fragmentation, cross‐platform connectivity, and ongoing migration between services make
the identification and systematic sampling of relevant accounts especially challenging (Jost et al., 2023).
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Compounding this complexity, the actors, platforms, and accounts involved are in a constant state of flux,
driven by the inherent volatility of these movements and external factors like de‐platforming efforts (Rogers,
2020). These dynamics raise significant concerns about potential data quality issues and the risks of
measurement and representation errors in this type of research (Sen et al., 2021). Researchers often rely on
curated account lists to guide data collection; however, these lists must be continuously updated to keep
pace with the rapidly evolving ecosystem. Researchers monitoring even a subset of potentially harmful
phenomena, such as the extremist core of the far‐right online, often find themselves overwhelmed by the
sheer volume of information and the effort needed to maintain up‐to‐date records.

These challenges can also be seen in other parts of the data collection process. The sheer number of
potentially relevant platforms and their evolving data access policies place a substantial burden on individual
researchers or research teams (Hase et al., 2024). Other social science fields have tackled similar challenges
by establishing centralized data collection infrastructures and embracing open science principles, particularly
data sharing. A prominent example is the European Social Survey, which evolved into a European Research
Infrastructure Consortium, offering high‐quality comparative survey data on various topics (Lindstrøm &
Kropp, 2017). This collective approach allows researchers to leverage existing data and increase the visibility,
usage, and citation of such datasets, ultimately benefiting the entire research field (Lindstrøm & Kropp,
2017). Furthermore, these mechanisms enhance reproducibility—a key component of scientific scrutiny—and
can improve both the quality of data and research outcomes (Weller & Kinder‐Kurlanda, 2016).

While authors like Lazer et al. (2020) have advocated for a similar infrastructure turn in digital and
computational research, and recent coordination efforts (Hase et al., 2024; Sinnott et al., 2023) suggest
that such a shift may be underway, these digital research fields face unique challenges that require
targeted solutions.

Digital research, includingmedia and communication research, often involves the use of personal data, and the
sensitivity surrounding this digital data is heightened in research areas such as online extremism. The sensitive
nature of this data brings significant ethical and legal constraints aimed at safeguarding individuals’ privacy
(Franzke et al., 2020; Lazer et al., 2020). Researchersmust adhere closely to these restrictions, as any violations
could compromise their ethical and legal responsibilities to protect research subjects and potentially result
in serious legal consequences. Additionally, making extremist accounts publicly accessible risks unintended
outcomes, such as inadvertently amplifying the reach or visibility of these actors (Rau et al., 2021). This makes
it challenging to apply conventional scientific practices like open science and data sharing in these sensitive
research fields. As a result of these challenges, research on radical and extremist actors online appears to
be characterized by a lack of formalized data‐sharing practices, which may leave projects dependent on the
goodwill of colleagues and informal exchanges or lead to the inefficient recreation of similar lists and datasets.
An alternative structure to promote data sharing among researchers, which remains largely unexplored in
media and communication research or the social sciences in general (though it has been applied in fields like
health‐related research; see Beuthner et al., 2020), is the concept of data trustees. Data trustees are emerging
entities in the realm of data governance, designed to manage and regulate access to sensitive data, ensuring
its ethical and secure use while adhering to data protection regulations. Acting as intermediaries between data
holders and data users, they strive to balance the interests of both sides while protecting individual privacy
and ensuring regulatory compliance (Delacroix & Lawrence, 2019). Data holders can share their data with the
data trustee, and data users can apply for access—within an institutional framework that upholds legal and
ethical standards, particularly through technical and organizational data protection measures.
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We believe that adapting a data trustee model to align with the specific practices and needs of digital media
and communication research could offer a viable solution to the challenges of sharing sensitive account lists.

To address these challenges, we introduce the concept of a “community data trustee” (CDT) and
demonstrate its application in digital research on German‐language far‐right online ecosystems through
AVERA (https://datenportal‐rechtsextremismus.de/en/rex‐forschungsdaten/digitale‐rex‐daten/avera), an
empirical instantiation of the CDT model. We will first outline the development process, including our case
selection and data collection approach. Next, we will present the general concept and core functionalities of
the CDT. Following this, five key challenges identified during the CDT’s development and implementation
will be highlighted: (a) compliance with legal and ethical obligations to protect research subjects; (b) the
creation of incentives for researcher participation in the CDT; (c) ensuring the quality of data managed
within the CDT; (d) protecting the safety of the researchers involved; and (e) dealing with potential
contractual constraints originating in platforms’ terms of services (ToSs). We will elaborate on how the CDT
addresses these challenges through its design and functionalities. Finally, the discussion will offer insights
into future plans to extend the database and explore the potential for adapting the CDT concept to other
digital research areas that involve sensitive data.

2. Methodology: Development of the Data Trustee

2.1. Case Selection

Germany’s strong emphasis on privacy and data protection issues makes it an ideal location for developing a
data trustee model that helps to prevent abuse and addresses various ethical and legal concerns. Moreover,
Germany operates under the General Data Protection Regulation (GDPR) of the EU, one of the world’s most
stringent data protection frameworks, which governs the processing of personal data. While our specific data
trustee will focus on the German language sphere, we anticipate that the general data trustee model we
propose can be easily adapted and implemented in other European countries and beyond.

Far‐right online research represents a compelling application for digital research involving sensitive data. This
field is not only significant due to its societal implications but also garners considerable public interest, which
is crucial for establishing a legal foundation for the data trustee model. Given its connections to issues such as
extremism, political violence, and terrorism, the data collectedwithin this context is considered highly sensitive
and necessitates robust protective measures. Additionally, there is an active research community focused on
the German far‐right online, underscoring the demand for more efficient data‐sharing practices within this
area of study.

2.2. Data Collection

The development of the CDT has incorporated insights from two key external sources of expertise.

First, the community aspect of the data trustee is rooted in close collaboration with the German far‐right
online research community throughout the entire design process, employing a co‐creation approach
(Fdez‐Arroyabe & Roye, 2017; Hohmann, 2021). Central to this co‐creation methodology is the active
involvement of future users, who contribute their knowledge and skills to innovate the product or service in
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an “act of collective creativity” (Sanders & Stappers, 2008, p. 6; see also Piller et al., 2010). This collaborative
methodology has become increasingly vital for developing sustainable research software in fields like media
and communication studies, making it particularly well‐suited for the CDT’s development (Fecher et al.,
2021). Over two years, we organized six co‐creation workshops, engaging more than 50 researchers from
relevant fields such as extremism research, political communication science, and sociology, as well as
researchers representing research infrastructure projects. These workshops gathered input and
requirements from the community to inform the organizational and technical development of the data
trustee model and its governance. The primary goal of this process was to align the community’s needs for
efficient data sharing with legal and ethical obligations, particularly regarding the protection of individual
privacy and safety.

Second, to develop an appropriate legal framework for the CDT, we collaborated with legal experts to
conduct data protection and risk assessments. This process was crucial in defining a solid legal basis for the
processing of personal data within the CDT, ensuring that they align with stringent data protection
regulations, including the GDPR. As a result, a comprehensive set of organizational and technical measures
was designed to safeguard sensitive personal information, minimize risks, and prevent any potential misuse
of data.

3. Results: Challenges and Solutions for the Data Trustee

3.1. The Concept of the CDT

The CDT aims to address the challenges outlined in the introduction by establishing a new, collaborative
approach to data management in digital research, facilitating cooperation among researchers. The CDT is
designed to enable the efficient, ethical, and legally compliant sharing of sensitive digital research
data—specifically, lists of entities belonging to the far‐right online. These entities can represent different
actor types such as individuals, parties, media, and others. As a collective research infrastructure, it reduces
the burden of project‐specific data collection and enhances the quality of data through peer review and
critical evaluation among researchers. It incorporates a range of organizational and technical measures to
ensure the protection of individuals’ privacy and prevent the misuse of personal information.

As illustrated in Figure 1, the core of the CDT is a shared, dynamic database that contains relevant
information about far‐right actors, such as website details and account information across digital platforms,
along with additional metadata like organizational affiliations. This database is built on custom‐designed
open‐source software, enabling collaborative management, access, and updates through a secure online
platform. It includes features such as authorship tracking and version control. This technical layer is live and
running, even though the underlying software is continuously updated and improved (Fürneisen et al., 2026).
Access can be requested through the Data Portal for Racism and Right‐Wing Extremism Research
(https://datenportal‐rechtsextremismus.de/en/rex‐forschungsdaten/digitale‐rex‐daten/avera). Beyond this
technical layer, the CDT’s institutional framework ensures that data processing complies with legal standards
while also enforcing rules for researcher access. Researchers can apply for access to the data and, in return,
commit to contributing their own project‐specific actor lists and updates to the database, ensuring that it
remains current and comprehensive.
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Figure 1. The CDT concept.

Data trustees have been established in several scientific domains. In health research, for example, trustees
located at university hospitals primarily manage patients’ informed consent and oversee the conditions under
which patient data may be used for research. In most cases, data trustees are also responsible for preserving
the anonymity of the data subjects when granting access to researchers, a role that closely resembles the
function of trusted research environments (TREs), which provide controlled access to sensitive data while
minimizing disclosure risks.

In contrast, the CDT is designed to enable access to non‐anonymized data when this is necessary for
research purposes. The CDT is therefore a collaborative model of data production and utilization. Its central
premise is the transfer of authority and accountability to the research community itself. Within this
framework, researchers collectively negotiate the rules governing the use of the data and the procedures for
ensuring data quality, while the CDT provides the institutional structure that safeguards compliance with
legal and ethical provisions.

The CDT addresses the five challenges introduced above—legal compliance, incentives for participation, data
quality, researcher safety, and platforms’ ToSs—which we now discuss in detail.

3.2. Challenge I: Compliance With Legal and Ethical Obligations to Protect Research Subjects

3.2.1. The Challenge

In Germany, the processing of personal data is governed by the European GDPR and its German counterpart,
the Federal Data ProtectionAct (BDSG). According toArticle 9 of theGDPR, information relating to individuals’
political opinions is classified as a special category of personal data, which is considered particularly sensitive.
Processing such data requires a robust legal basis and protectivemeasures. In the context of theCDT, obtaining
informed consent (Article 6(1)(a) GDPR) is not realistic. Therefore, an alternative legal basis must be used.
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This is important given that, due to the sensitive nature of extremism‐related data, rigorous justification is
required for the processing of personal data relating to research subjects, as well as the implementation of
suitable technical and organizational measures to ensure data protection. Inclusion in a database of right‐wing
actors could pose significant risks to individuals, such as defamation and stigmatization, especially if the data
were to be leaked. This risk is particularly acute in cases where the collected social media accounts belong
to private individuals who lack a public profile or a large group of followers in the network. These individuals
might not realize that their online communications are public or may spread beyond the specific context in
which they originally posted.

Consequently, researchers are often uncertain about what the legal basis for sharing account information
with peers should entail and how this could be implemented in practice. As Kreutzer et al. (2024) point out,
legal uncertainties are a significant reason for researchers’ reluctance to share data (see also Akdeniz et al.,
2023). Defining a legal basis and implementing appropriate technical and organizational measures for data
protection requires substantial effort when anonymizing the data would make meaningful reuse impossible.
For individual researchers or research projects, the cost of establishing this framework is too high. As a result,
researchers tend to opt for the “safe” route of not sharing data, avoiding potential legal risks.

3.2.2. The Legal Basis of the CDT: Research Exemption

A viable option for the CDT is the scientific research exemption provided by Article 89 of the GDPR. This
exemption permits the processing of even special category personal data if they are necessary to achieve
the research objective and if the interests of the CDT as a data processor significantly outweigh those of the
data subject. However, for this exemption to apply, several criteria related to scientific research must be met.
These criteria include transparency of the research process and results, the independence of the research, and
a clear research purpose aimed at advancing knowledge for the public interest (Buchner et al., 2021).

Combined with Article 6(1)(e), we argue that research into the online activities of far‐right—especially
extremist—actors is in the public interest because it contributes to the protection of democratic governance.
In the case of the Federal Republic of Germany, these rules are set out in Section 27 of the BDSG.
In particular, a balancing of interests must be carried out between the research objectives and the rights of
the individuals involved.

The criteria for the research exemption are met in the case of the CDT. The growth of the far‐right online is
associated with significant political and societal risks, including right‐wing terrorism, political violence, and
threats to the constitutional order, as well as to ethnic and religious minorities. These risks amplify the
importance of the CDT for researchers and the public, as it provides a crucial foundation for understanding
the far‐right’s online success, investigating its underlying causes, and facilitating the development of
evidence‐based strategies for prevention and intervention.

3.2.2.1. Constraints and Limitations

Despite the fundamental justification for processing personal data belonging to far‐right actors, this does
not imply an unconditional endorsement of such practices. The protective measures mandated by the GDPR
must be strictly adhered to, and the research exemption—along with the GDPR as a whole—comes with a
range of principles and safeguards that need to be implemented for lawful data processing.
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One of the most challenging aspects involves processing data on individuals who may be relevant for far‐right
online research but do not represent the extremist core.While the immediate threat connectedwith this group
is comparatively lower than that posed by clearly extremist individuals, the potentially stigmatizing effects of
being included in such a database are significant for these individuals.

Nonetheless, capturing the digital public communication of such individuals is a legitimate and crucial
objective for research. These spaces are susceptible to the extremist influence of right‐wing ideologies, and
a substantial proportion of their content can be categorized as extreme (Guhl et al., 2020). To circumvent the
content moderation practices of social media platforms, extremist actors often obfuscate their true intention
by purposefully presenting themselves as less extreme or using stylistic techniques that reduce reactance,
such as humor (Schmid et al., 2024). This increases the difficulty for researchers to effectively differentiate
between extremist and less or non‐extremist actors connected to extremist circles. At the same time,
extremist actors often strategically target non‐extremist spaces and individuals, as they serve as critical
gateways for the spread of extremist ideologies and narratives (Rothut et al., 2024). To effectively research
and monitor the dissemination of extremist ideologies and the potential radicalization of those involved, it is
essential to include actors and discourse spaces seemingly situated outside but in close proximity to the
extremist core.

Any intrusion into individuals’ privacy must be carefully justified, with the severity of that intrusion being
proportionate to the potential benefits for researchers and the public. Additional measures are to be added
to mitigate the severity of such intrusions (see below).

3.2.3. Solutions Provided by the CDT

3.2.3.1. Organizational Solutions

The organizational measures designed to protect research subjects affected by data processing in the
context of the CDT can be divided into three main areas: first, the types of data that can be processed via
the CDT; second, the conditions under which access to that data is granted; and third, data subject rights in
regard to data deletion.

3.2.3.1.1. What Data Can Be Processed Through the CDT, and Under What Conditions?

The types of data permitted for processing within the CDT include: (a) relevant website or platform
metadata (e.g., URL, account name, account IDs); and (b) a justification for the inclusion of the individual’s
data in the database (e.g., the classification of the individual as a right‐wing extremist actor based on web
and social media content). This justification arises from balancing public and individual interest. The third
category, (c), comprises supplementary information about the respective individual, such as whether they
are categorized as extremist or radical by researchers. This information may overlap with the second
category. However, the rationale for inclusion is a legal obligation, whereas the categorization is open to
academic debate and elaboration.

As a precondition for inclusion in the database, all individuals must belong to a defined set of relevant
ideological categories of actors. These may include those who are part of the right‐wing extremist spectrum,
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individuals involved in ideologically mixed scenes where extremist ideas are disseminated, or those
associated with right‐wing conservatism (because they are targeted by extremist agitation). Individuals who
cannot be categorized in this spectrum must not be included in the database. The classification of social
media accounts may change over time due to shifts in communication practices or political reorientation of
the account holder. Within the CDT framework, account labels refer to observed account activity at the time
of inclusion rather than to stable attributes of actors. If data subjects request the correction or deletion of
their account information, the CDT will update or remove the corresponding records.

As an additional measure, a minimum threshold of discursive relevance for individual accounts to be
included in the database has been defined in agreement with data privacy consultants. Accounts or groups
classified as belonging to the extremist core may be included if they have at least 100 followers or members
on at least one social media platform. For other individuals, a minimum of 500 followers or members on at
least one platform is required. A set of rules has been established for the processing of data obtained from
the CDT. The data must not be published or shared with third parties, and they will be deleted as soon as the
principles of good academic practice allow.

3.2.3.1.2. Who Gains Access and Under Which Conditions?

Access to the CDT is subject to strict conditions deduced from the legal basis. To gain access to the
database, researchers must demonstrate that their research purpose is relevant to the field of far‐right
online research and that they possess the requisite qualifications to conduct scientific inquiry. Researchers
are therefore permitted to use the CDT based on the following three criteria:

1. Research purpose: The utilization of account lists is explicitly prohibited for any purpose other than
scientific research. The objective is solely to gain knowledge about the social phenomenon of the
far‐right, which serves the public interest. To gain access to the CDT, researchers must provide a
rationale for their research project and demonstrate how it aligns with the purpose of the CDT.

2. Institutional affiliation: To be eligible for consideration, researchers must be employed at a publicly or
privately funded research institution. They must also provide appropriate proof of this status. This
requirement substantiates the existence of a research purpose in the public interest, validates their
qualifications for scientific work, and ensures compliance with the fundamental data protection
standards set forth in the GDPR and general standards of IT security.

3. Relevant research background: Access to the database is granted exclusively to those who can
demonstrate a relevant background in far‐right online research. This criterion ensures that the research
is conducted in the public interest and that sensitive data are handled responsibly. Evidence of
qualification may include relevant publications, doctoral projects, or affiliation with a research center
or institute focused on the subject matter in question.

Once all the approval criteria have been met and formally confirmed by the CDT, each user must partake
in a mandatory training session prior to database access. The training program includes an overview of the
fundamental principles governing the handling of data collected during the project, along with a practical
introduction to the use of the data editor. This introduction aims to ensure the responsible handling of sensitive
data within the CDT, thereby protecting the individuals whose data are stored and the researchers involved
in the project (see Challenge IV).
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One important limitation is that access to the data is restricted to researchers based in EU countries, as the
legal framework governing the CDT operates within the scope of the GDPR. This restricts the principle of
equal access to data and therefore represents a structural limitation of the CDT model. However, given the
sensitivity of the research area and the associated risks to research subjects and researcher safety, such
restrictions are necessary to comply with legal and ethical obligations and to prevent potential harm.

3.2.3.1.3. Data Subject Rights

The CDT protects data subject rights according to the GDPR. We developed a workflow that enables
individuals to request access to the data stored about them in the database and to request the deletion of
their data. For ethical reasons, we agreed that account information will be deleted whenever such a request
is addressed to the CDT, even in cases where continued storage of the data would be permissible under
the GDPR.

Before providing individuals with information about the social media accounts, the CDT verifies the identity
of the requesting person through a verification procedure. First, the requester must demonstrate control
over the social media account in question, for example by posting a temporary verification code provided by
the CDT. In addition, the CDT may request a secondary verification step, such as confirmation via the email
address associated with the account. Information is only disclosed once the identity of the requester has
been verified with reasonable certainty, to prevent unauthorized access to personal data.

3.2.3.2. Technical Solutions

Various technical measures are employed to ensure data security and to enable the trustee to operate
smoothly. These measures can be broadly categorized into two groups: (a) solutions concerning deployment
infrastructure and network access, and (b) software design decisions.

Mostmeasures in the first category are standard forweb applications; however, they are particularly important
due to the sensitivity of the data and the political nature of the project. These measures include, but are not
limited to: (a) The trustee can only be reached through an SSH connection, separating it from the open internet;
(b) the deployment is isolated from other services hosted in the same data center by a containerized software
stack and firewall rules; (c) the deployment infrastructure and software dependencies are kept up to date to
mitigate vulnerabilities; (d) any irregular access, i.e., not through the provided user interface, is monitored; (e) a
tiered backup strategy is employed to prevent data loss; and (f) access is granted only to users whose identity
has been verified by two‐factor authentication. An external security audit has been conducted to confirm the
appropriateness of these safety measures.

The software design decisions are tailored to the requirements of collaboratively working on sensitive digital
research data (see Figure 2). The data are divided into different permission groups with varying levels of read
and write access based on the research purpose.

When adding a new entity to the database, researchers must provide justification for its inclusion. This
justification must include the category of right‐wing actors to which the entity belongs, as well as the
scientific definitions that underpin its classification. Additional justifications can be submitted later to
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Figure 2. Screenshot of the online editor. Note: For data protection reasons aswell as to avoid the amplification
of potentially problematic actors, the editor has been filled with German media organization data (Schmidt
et al., 2025) for the purposes of this screenshot.

support the continued inclusion of the entity. During bulk uploads of data, a single justification can be
attributed to the entire set of new entities to simplify the process.

In line with the principle of data minimization, entities that remain unchanged for an extended period or
have outdated justifications are marked as candidates for deletion. Deletion or update decisions are made
periodically during the centralized curation process. Our organizational guidelines for good scientific practice
ask to keep relevant research data accessible for at least 10 years (Leibniz Association, 2019).

3.3. Challenge II: Incentivizing Participation to Overcome the Collective Goods Problem

3.3.1. The Challenge

Despite the potential benefits of data sharing for the research community, there is limited incentive for
individual researchers to share their data because they do not gain direct benefits from sharing. Instead, they
may provide a competitive advantage to their peers, who could use their data for career advancement and
research funding. This scenario creates a collective goods problem within the research community: Once a
researcher contributes data to the CDT, all participants gain access to the data for their own purposes,
potentially undermining the original contributor’s competitive position.

An effective model for data sharing must, therefore, offer a solution to the collective goods problem. It should
ensure that researchers perceive that the benefits of contributing to the CDT outweigh the costs associated
with providing their account lists and actively contributing to the database.
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3.3.2. Solutions Provided by the CDT

The co‐creation showed that two primary aspects must be addressed to incentivize participation. First, it
was emphasized that the CDT’s greatest asset is access to its database, which provides a significant research
advantage for participating researchers who can use the data for their research. This asset can be leveraged to
encourage further contributions through a system of reciprocity: Researchers are granted access to the CDT
only if they agree to contribute their data to the database. However, a challenge to this systemmay arise from
imbalances between highly active contributors and less engaged participants, leading to concerns that more
active contributors might fear sacrificing their competitive advantage.

This is addressed by the second mechanism of visibility (see below). It was suggested that individual
contributions should be logged systematically so that contributors can receive academic recognition for their
efforts in building and maintaining the database. First, it is necessary to acknowledge everyone’s
contributions, as this aligns with good scientific practice for publications and data collections. Second, the
greater the prominence and relevance of the CDT within the research community, the more valuable
individual contributions will become. Being associated with a reputable project can enhance contributors’
future career prospects.

3.3.2.1. Organizational Solutions

Regarding reciprocity, all researchers who use the database are required to contribute to maintaining it.
The minimum obligations include validating the data flagged for review (see technical solutions below) and
reporting any additional changes discovered during the data collection process using the account
information from the CDT. The scale of contribution can vary depending on the volume of data retrieved
from the pool for research purposes. This commitment to reciprocity is outlined in the code of conduct that
researchers must sign before gaining access to the CDT data.

Focusing on the first dimension of visibility—emphasizing individual contributions to the database—the
database was designed to be citable, as detailed in the technical tracking below. To achieve this, the content
and structure of the database will be documented in a data paper published at regular intervals. Researchers’
contributions can then be (collectively) cited when the database is used. This presents a significant incentive,
as citations are the primary currency in academia, reflecting the relevance and impact of research.

Listing contributors as authors on the data paper raises the question of the order of authors. The technical
tracking and quantification systems detailed below enable the implementation of ameritocratic system, where
contributors are listed in descending order based on the number of contributions they have made. While an
egalitarian approach—such as alphabetical or random ordering—could have been considered, the meritocratic
principle was chosen to enhance the incentive’s effectiveness and mitigate potential imbalances related to
research advantage (see the discussion about research advantage and reciprocity above).

The second dimension of visibility pertains to the academic reputation of the CDT. In our project, this
reputation is enhanced by two key strategies: (a) involving prominent members of the research community
as participants and establishing a board of users as part of the governance structure, and (b) documenting
the CDT’s impact on the research community by tracking and displaying instances of the CDT being cited in
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academic works. However, since this aspect may conflict with other challenges, including researcher safety
(see Challenge IV), the project primarily focuses on cultivating a strong reputation within the academic
community rather than among the general public.

3.3.2.2. Technical Solutions

Focusing on technical solutions to ensure reciprocity, for researchers who use data from the database for
their research, 5% of the data are automatically flagged for review. This selection process is based on
identifying data points that have not been updated or validated for the longest duration (see Challenge III).

To ensure that researchers’ contributions are visible, a technical system tracks these contributions.
The database logs all edits. Researchers can initiate an “edit session,” during which additional researcher
accounts can be included for logging. The contributions made during such a session will then be attributed
not only to the primary author of the update but also to the other participating researchers, thereby
acknowledging the collaborative efforts that may have informed the update. This system will facilitate the
quantification of the work invested by individuals or groups.

3.4. Challenge III: Ensuring Data Quality

3.4.1. The Challenge

Online phenomena such as far‐right movements are characterized by their substantial scale and highly volatile
nature, with frequently shifting accounts and platforms. Data sharing is limited due to the sensitive nature of
the information, resulting in outdated lists that lack peer review. This contributes to issues such as a lack of
consensus regarding the ideological categorization of actors, the absence of consensual definitions for the
research area, and difficulties in identifying errors or gaps in the data pools (Kiess, 2011).

The CDT must address two main requirements: (a) It needs to facilitate and ensure a functional and organized
collaborative process for the creation andmaintenance of these account lists; (b) it requires a database capable
of processing, storing, and providing all necessary information related to the creation andmaintenance of these
account lists.

3.4.2. Solutions Provided by the CDT

3.4.2.1. Organizational Solutions

The CDT’s host organization assumes certain data curator functions. For entity management and central data
points, such as platform data (ID, account name, link, etc.), the CDT will evaluate whether the edits submitted
by users (researchers) can be verified by cross‐checking them on the platforms. If they can be verified, the
edits will be approved, and the database will be updated accordingly. In cases where the existing data pool
overlaps with the new data, new and old data points will be cross‐checked to strengthen data integrity.

The 5% review obligation for downloaded data not only establishes a principle of reciprocity between
researchers, incentivizing participation (see Challenge II), but also allows for the ongoing review of the entire
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database. This review mechanism ensures regular validation of the database’s accuracy and therefore
addresses the high volatility of the research field and enhances the overall quality of the database.
In addition, outdated data might be deleted from the database after an appropriate amount of time (see
Section 3.2).

3.4.2.2. Technical Solutions

The CDT is designed to store actors as entities and to connect various types of information associated with
each entity (which may differ from one entity to another, such as the platforms where a specific entity holds
an account). This flexible database affords the easy addition of new entities, platforms, accounts, or
supplementary information. The versioning system relates edits to previous values, ensuring that past states
of the database can be accessed by selecting a date, thereby aiding research reproducibility. The database
accommodates ambiguity where necessary (e.g., one entity may have several ideological categorizations,
reflecting academic debate) while enforcing clarity where expected (e.g., only one platform ID per platform
account; however, this does not preclude the existence of multiple platform accounts with several IDs).

The database supports simultaneous access and updates to facilitate collaborative efforts. Data updates can
be performed manually through the software interface or through bulk uploads. String similarity metrics are
integrated to detect (near‐)duplicates, assist in updating efforts, and prevent database pollution. When
duplicates are identified, they can be merged; however, the CDT retains the authority to approve or deny
these merge requests, thus preventing incorrect updates.

3.5. Challenge IV: Maintaining Researcher Safety

3.5.1. The Challenge

A fourth challenge emerged from the co‐creation workshops. Sensitive digital research topics, such as the
far‐right online, are often highly politicized and may encompass issues like violent extremism and terrorism,
which have direct connections to physical violence. Researchers reported that they feel threatened by
right‐wing extremist networks due to their scientific work. In the past, researchers have been the target of
hate campaigns, particularly when their work has gained significant attention in traditional media or on
social media platforms (Global Witness, 2023; Nogrady, 2021). Within media and communication research,
abuse and threats are prevalent (Obermaier et al., 2024; Seeger, Frischlich, Obermaier, Schmid, Riesmeyer, &
Menke, 2024).

Affected researchers may experience anxiety, sleep problems, fear for their safety, or experience actual
physical attacks (Global Witness, 2023). On a societal level, the consequences of a withdrawal from public
discourse can be observed (Seeger, Frischlich, Obermaier, Schmid, Riesmeyer, & Menke, 2024). This is
particularly concerning, as underrepresented groups, such as female scientists, seem to be
disproportionately targeted by online abuse (Hodson et al., 2018; Obermaier et al., 2024; Veletsianos et al.,
2018). Based on these experiences, researchers may feel apprehensive that their contribution to the data
pool of the CDT could expose them to harassment.
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A clear dilemma therefore emerged in the co‐creationworkshops. On the one hand, scientists wish tomaintain
high visibility within the research community, among policymakers, and potentially even among the general
public. On the other hand, researchers may wish to minimize the exposure of their work within right‐wing
milieus to avoid harassment when involved in the collection and analysis of account and communication data.

Universities and research institutes have been unanimously criticized (Seeger, Frischlich, Obermaier, Schmid,
& Schulze, 2024) for lacking structures to support researchers facing harassment. In the worst cases,
researchers are left to manage these challenges on their own, which can become a significant psychological
burden. In addition, pursuing legal action against insults and threats requires considerable material resources.
Initiatives such as SciComm‐Support (Germany) and SafeScience (the Netherlands) seek to address these
challenges and provide valuable assistance to researchers facing online harassment and other forms of
attack. However, a substantial share of the responsibility still rests with individual researchers, rather than
being embedded in systematic, institutionally anchored support structures within their respective
universities and research institutes.

3.5.2. Support Provided by the CDT

The CDT cannot fully resolve this conflict, but it aims to support researchers in managing it as well as
possible. In general, access to the CDT is heavily restricted, both by organizational as well as technical
measures. Researchers have the option not to be listed as authors of the CDT (see above). While this choice
means they will not be citable or gain visibility for their contributions, they can still access and contribute to
the resource for their research. In addition, users can be presented to other users with a pseudonym if they
wish. If a legal request is made by individuals listed in the database to access their data, the CDT must
comply and release the information, but any details that could reveal the identity of researchers involved in
handling that entry will be redacted. A rights management system is in place that protects data uploaded by
a user from edits by others. Finally, during the onboarding process for new researchers (see Challenge I), the
awareness training provided includes a module on personal security issues, offering guidance and resources
on how to protect themselves against potential threats. This advice is based on best practices for dealing
with dangerous situations that are increasingly emerging within the research community (Tollefson, 2024).
Overall, these measures align with the CDT’s general goal of reducing the personal risks and burdens on
individual researchers and institutionalizing them as far as possible.

3.6. Challenge V: Platform ToS and Contractual Constraints

In addition to statutory data protection law, digital research practices are shaped by contractual frameworks
imposed by platforms through their ToS. These provisions differ substantially across platforms and are subject
to frequent modification. They may include restrictions on automated data collection, the reuse of platform
data, or the sharing of data with third parties. This creates potential tensions between platform rules and
academic research practices.

The CDT does not collect data directly from digital platforms, does not provide scraping tools or API‐based
harvesting services, and does not circumvent technical protection measures. Its purpose is limited to the
structured storage and controlled sharing of actor‐level metadata that researchers have collected within
their projects.
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Responsibility for assessing and complying with platforms’ ToSs remains with the individual researchers and
their host institution. It is important to note that the legal status and enforceability of ToSs in academic
research contexts can vary across jurisdictions. In Germany, it is contested to what extent contractual
platform provisions can restrict research activities that are grounded in statutory law and serve the public
interest (Golla & Von Schönfeld, 2019). The CDT therefore does not require proof of ToS compliance as a
precondition for contribution and does not assume responsibility for enforcing contractual platform rules.
During onboarding, researchers must confirm that their data collection was conducted in accordance with
applicable statutory law and institutional requirements. The evaluation of potential contractual risks
associated with specific platforms is located at the level of the contributing research project, even though
such risks may, in practice, primarily concern the suspension of platform research accounts.

4. Conclusion

Our concept of a CDT addresses key challenges in sharing sensitive digital research data, such as in far‐right
online studies. It offers a collaborative infrastructure for managing and maintaining account lists central to
digital data collection. The CDT provides a legally compliant and ethically sound framework, leveraging the
EU GDPR research exemption alongside technical and organizational safeguards.

By reducing legal risks and fostering collaboration, the CDT helps overcome data‐sharing barriers. A core
feature is reciprocity: Researchers contribute data to gain access, ensuring sustainability. Contributions are
acknowledged via a citable database paper, providing academic recognition.

Data quality is maintained through continuous updates and peer review, ensuring accuracy in a dynamic
research field. Although researcher safety remains a concern—especially in politicized contexts—the CDT
includes opt‐out mechanisms for public attribution and offers risk‐mitigation resources. Still, broader
institutional support from universities and research institutes is needed to fully protect researchers,
particularly in the form of systematic, institutionally anchored structures such as clear reporting procedures,
legal and psychological counseling, IT‐security assistance, and support in responding to online harassment or
political attacks.

The next challenge is ensuring the CDT’s long‐term sustainability while expanding its user base. Currently,
trusted participants from co‐creation workshops are uploading and sharing data. Continued engagement from
this community, along with the integration of new users, is vital.

Researchers not only use and maintain the database but also contribute to its governance. Given the
evolving nature of digital research, the CDT must remain adaptable, guided by continuous input from its
community. Governance issues—such as breaches of reciprocity—should be resolved through collaborative
decision‐making. Establishing a scientific advisory board could strengthen community involvement and
support ongoing development.

In parallel, securing long‐term funding is essential. Many research infrastructure projects rely on short‐term
grants, which often lapse before ensuring continuity. Sustainable infrastructures like the CDT require mid‐ to
long‐term funding commitments from public institutions. Existing research institutes can be motivated to
contribute to the long‐term funding of CDTs because they either benefit directly through use by their own
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researchers or receive third‐party funding for developing research data infrastructures. As the operating
costs of a CDT are comparatively low—since data curation is largely performed by the community—the
model is particularly attractive when institutions aim to support sustainable data governance with limited
additional infrastructure and personnel costs. Running a CDT (using existing software solutions) can be
achieved with an IT developer for maintaining the database editor and bug fixing (possibly part‐time if no
substantive improvements are planned), a data curator for internal data review processes and user support,
and a scientific community manager responsible for governance issues. AVERA, the community data trustee
described in this article, will initially be operated through third‐party funding and hosted within DP‐REX
(Data Portal for Racism and Right‐Wing Extremism Research), a research data infrastructure dedicated to
extremism research as introduced in Section 3.1. For longer‐term continuation, there is the possibility of
initiating a structured process to transition AVERA into a regular GESIS service supported by institutional
funding. This would require an active user community that engages with the data and demonstrates their
scientific value to GESIS governance boards.

Beyond far‐right studies, the CDT model can be adapted to other domains of sensitive digital research that
rely on account lists—such as political communication, disinformation, and hate speech. These lists are
foundational for many digital data projects.

The layer of scalability concerns the localization of the data trustee. For reasons related to data protection
and research ethics, our specific data trustee will focus on the German‐language sphere and will be accessible
only to researchers based in countries within the EU. While this necessarily limits its immediate international
applicability, we contend that the general data trustee model we have developed can readily function as a
blueprint for adaptation and implementation in other linguistic and regulatory contexts.

By providing a secure, collaborative framework for sharing and managing social media account data, the CDT
tackles one of digital media and communication research’s biggest obstacles: accessing sensitive data. Its
flexibility supports diverse research goals, and its legal and technical foundation allows it to evolve alongside
the digital landscape.
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