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Abstract
Digital child and youth research is often conducted in schools involving minors. Corresponding research designs raise two
related sets of problems: Ethical issues with regard to working with vulnerable groups like children and adolescents and
access to these groups. The latter pertains to the concept of gatekeeping which is an ethical issue in and of itself if certain
groups or areas of research are systematically excluded from empirical research and, consequently, from the resulting ben‐
efits. Thus, our study examines how perceived ethical challenges influence gatekeepers’ decisions to grant or deny access
to investigate a potentially problematic topic: pupils’ group communication. We addressed this research question empir‐
ically via semi‐structured in‐depth interviews with eight educational gatekeepers in Germany inquiring their attitudes on
research in schools in general and on the specific topic of pupils’ group communication via instant messaging as an exem‐
plar of digital child and youth research. Approaching the question from two perspectives (procedural ethics and ethics in
practice), we identified hierarchical power structures within multiple levels of gatekeeping and revealed rationales to deny
access based on ethical considerations with regard to the given scenario of pupils’ group communication.
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1. Introduction

Nowadays, children and adolescents live in a mediatized
world with permanent access to online (social) media
(Vorderer et al., 2018). Digital media are not limited
to the private sphere, however. They have increasingly
found their way into educational settings, for instance
in the form of instant messaging (IM) groups as part of
the personal learning environment (PLE; Attwell, 2007;
Costa‐Sánchez & Guerrero‐Pico, 2020). IM groups add
an online layer to the class’ communication space intro‐
ducing new rules, roles, power dynamics, and a spe‐
cific netiquette (Knop‐Hülß et al., 2018). In order to

address questions relating to risks, opportunities, and
challenges the digitalization of PLEs poses and to find
evidence‐based recommendations, empirical research is
required. Often, such research is conducted in schools
involving minors. This raises two related sets of prob‐
lems: Ethical issues with regard to working with vul‐
nerable groups like children and adolescents (Davies &
Peters, 2014; Nairn & Clarke, 2012), and access to these
groups (see Lareau & Shultz, 1996, for an overview on
negotiating entry to the field). Concerning vulnerabil‐
ity, aspects of research ethics have to be addressed like
informed consent and assent, issues of disclosure, power
imbalances, etc. (Phelan & Kinsella, 2013). Furthermore,
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research in schools relies on access and is therefore
dependent on (educational) gatekeepers (Burgess, 1991;
Morrill et al., 1999; Morrow & Richards, 1996; Wanat,
2008), i.e., “someone who has the power and control
over access to communities and key respondents in a par‐
ticular location selected for research” (Lund et al., 2016,
p. 281).

In Germany, customarily, research projects con‐
ducted in schools have to be approved by school officials
such as the school board, the principal, and the teach‐
ers involved. Identifying and managing these organiza‐
tional gatekeepers have been described as crucial fac‐
tors to be considered by researchers wanting to do (qual‐
itative) fieldwork in an organizational setting or, more
specifically, in schools (Morrill et al., 1999). Another layer
of gatekeeping is added when research is being con‐
ducted in public schools where local or state authori‐
ties need to clear research proposals before access to
schools is given. According to the federal regulations of
the German education system, this is the first gatekeeper
that every research project has to overcome. Thus, in
institutional and/or organizational settings (adult) gate‐
keepers grant access to the field or deny it, thereby
enabling (digital) youth research or rendering it impos‐
sible. This relates to research ethics in two ways. First,
among others, more practical aspects like the expected
disruption and additional workload, the approval of a
research project is dependent on its perceived scientific
integrity—with research ethics being one crucial aspect.
Moreover, the aspect of gatekeeping is an ethical issue
in and of itself because the principle of justice is com‐
promised if certain groups (for instance, minorities or
underprivileged families; cf. Koschmieder et al., 2021;
McAreavey & Das, 2013) are systematically excluded
from empirical research and, consequently, from the
resulting benefits. If, for instance, scientific research on
the causes and effects of digitalization was affected by
this bias the digital divide might grow (Rogers, 2001).

Thus, our study deals with the ethics of gatekeeping
in digital youth research. We examined how perceived
ethical challenges influence (educational) gatekeepers’
decisions to grant or deny access to investigate pupils’
digital media use. We addressed this subject empiri‐
cally via in‐depth interviews with principals and teach‐
ers in their role as gatekeepers (Burgess, 1991; Morrow
& Richards, 1996; Wanat, 2008). We inquired their atti‐
tudes regarding research in schools in general and on
the specific topic of pupils’ group communication via IM
as an exemplar of digital child and youth research. We
chose this example for two reasons: Firstly, IM group
communication (e.g., via WhatsApp or Signal) is com‐
monly used in schools in various parts of the world
(as well as in Germany) to organize PLEs and to social‐
ize (Costa‐Sánchez & Guerrero‐Pico, 2020; Dahdal, 2020;
Ivanova & Chatti, 2011; Rosenberg & Asterhan, 2018);
secondly, both group interaction itself and research of
it is ethically challenging—the former poses risks of anti‐
social behaviors like cyberbullying (Bork‐Hüffer et al.,

2020), the latter is problematic in terms of privacy and
data security.

2. The Ethics of Gatekeeping

For this article, we draw upon the distinction between
procedural ethics and ethics in practice to differenti‐
ate between the aspects of access and research ethics
(Phelan & Kinsella, 2013; Sherwood & Parsons, 2021).
Procedural ethics involve seeking approval from ethics
committees, review boards, and institutional gatekeep‐
ers like school boards. Dependent on federal‐state regu‐
lations (in Germany for example in Bavaria and Bremen),
pupil representatives, as well as parent councils, also
need to approve submitted proposals for school‐based
research. Ethics in practice, however, refer to the every‐
day ethical issues that arise while conducting research.
Regarding school‐based research, this compares to the
distinction between seeking official approval (i.e., formal
legal power to require compliance) and ensuring infor‐
mal cooperation (i.e., social power to influence behav‐
ior in schools; Wanat, 2008). Thus, there is a two‐step
process to overcome (or even three steps if the child’s
assent is considered) when ensuring access to the field—
convincing (formal and informal) gatekeepers to support
the research is a necessary but not sufficient condition as
“access does not guarantee cooperation” (Wanat, 2008,
p. 207). Morrill et al. (1999) describe two crucial factors
for ensuring entry to the field: identifying relevant gate‐
keepers and determining applicable means to overcome
barriers deployed by the organization (such as schools).
To facilitate the process, they stress the importance of
convincing at least one organizational gatekeeper who in
turnmight be able to persuade another one on a different
hierarchical level to gain access to the field. Additionally,
Burgess (1991) points out the importance of building rela‐
tionships with gatekeepers on lower levels as they in turn
closely guard the entities they are in charge of, such as
groups of pupils or individuals, and can therefore provide
or deny access: “There [is] no individual gatekeeper who
could grant or withhold information for the whole school
but rather a series of gatekeepers with whom access had
to be negotiated and renegotiated” (p. 48).

Educational gatekeepers employ certain “resistance
tactics” (Wanat, 2008, p. 203) to prevent successful
recruitment and/or cooperation (such as passing respon‐
sibility, controlling communication, delaying the process
by requesting more information, and forgetting to per‐
form tasks as promised). Stonebanks et al. (2019) found
similar stalling methods on the level of official approval.
Moreover, the authors identified reasons why teachers
themselves would not participate in research projects.
Their main concern was not to get involved in a study
with an ethically challenging topic. McAreavey and Das
(2013) also reported perceived ethical issues (such as pri‐
vacy concerns and possible harm towards participants)
as well as reservations with regard to the validity of the
study that led gatekeepers to deny access.
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Regarding ethics in practice, all empirical research
should adhere to the general principles of respect
for autonomy, beneficence, and justice (Beauchamp
& Childress, 2019). From them, practical ethical stan‐
dards are derived like voluntariness and the need for
informed consent, confidentiality, and privacy as well as
the well‐being of the participants (with the latter tak‐
ing precedence over everything else). These standards
need to be addressed throughout the research process
while at the same time catering tomethodological needs
to safeguard reliability and validity (Schlütz & Möhring,
2018). This dilemma between ethical and methodolog‐
ical demands for empirical studies is particularly evi‐
dent in internet research: With the rise of social net‐
work sites and the increase in accessing the internet via
mobile devices, researchers see themselves faced with
new questions of protecting participants’ privacy, ensur‐
ing informed consent (both from the participating indi‐
viduals and from the online communities and system
administrators), and managing, storing, and represent‐
ing the data (franzke et al., 2020). For example, youth
internet users are oftenmore inclined to sharemore (per‐
sonal) information on quasi‐public fora such as social net‐
work sites or IM group chats, but nevertheless expect
their communication to be private (boyd & Marwick,
2011; franzke et al., 2020). Research ethics in practi‐
cal research with minors are even more multifaceted
because “children are universally treated as a special
ethical case” (Nairn & Clarke, 2012, p. 195). Hence, the
obligation to protect the rights of the research partici‐
pants increases if the participants are children and/or
minors (Ess & Association of Internet Researchers ethics
working committee, 2002). This means, for instance,
that not only is there proxy consent from parents to
obtain but also the children’s own assent (Sherwood
& Parsons, 2021). Additionally, notions of power imbal‐
ances and representations of the child have to be consid‐
ered (Oates, 2019; Phelan & Kinsella, 2013). For exam‐
ple, care should be taken to create a research environ‐
ment where children have agency and are treated as
equal counterparts (Phelan & Kinsella, 2013). This may
be realized by age‐appropriate and child‐oriented lan‐
guage in surveys and interviews or by adequate body lan‐
guage when conducting face‐to‐face interviews or obser‐
vations. When reporting results, researchers should be
sensitive with regard to a fair and dignified representa‐
tion of children.

In our study, we examined whether aspects of
research ethics in general and particularly with regard
to minors were anticipated by educational gatekeepers
when deciding to grant access and/or participate in a
research project. We regard gaining access to conduct
empirical research in schools as a complex process influ‐
enced by power structures. Gatekeepers on multiple
hierarchical levels (i.e., school board, principals, teach‐
ers, as well as parents) grant or deny access to pupils
as prospective participants. Dependent on the tactics
employed, this might introduce a sampling bias, thereby

hurting the principle of justice (Groves & Lyberg, 2010).
If access is systematically denied, (certain) groups cannot
benefit from participating in research. Against this back‐
ground, we phrase two research questions:

RQ1: Who functions as a gatekeeper within school‐
based research and which rationales for granting or
denying access do these gatekeepers apply (procedu‐
ral ethics)?

RQ2: Which ethical challenges do educational gate‐
keepers perceive with regard to digital child and
youth research, i.e., pupils’ IM group communication
(ethics in practice)?

3. Method

The subject under study—digital child and youth
research and, more specifically, explorations of IM group
communication in schools—faces (at least) three inter‐
twined ethical dilemmas: (a) research with minors as a
so‐called “vulnerable” group necessitating proxy con‐
sent and specific rules for interviewing; (b) internet
research, calling for privacy considerations; and (c) study‐
ing group dynamics and the inherent ethical issues (such
as respecting the autonomy and self‐determination of
all group members). We chose a qualitative approach
to adequately address this complexity and to examine
the participants’ subjective perspective as well as their
ethical evaluations of this topic (Colby et al., 1983).

As part of a broader research project, the interview
guideline addressed several issues; for reasons of space
not all of them can be discussed here. For this article, we
will report on the questions regarding research in schools
in general, investigating minors, and the challenges of
internet research in particular. The question on research
in schools in general, for example, was operationalized
as follows:

Next, I would like to talk to you about the topic
of research in schools. Asked in general terms: If
research projects have been carried out at your
school in the past—e.g., by people from academia or
research institutes—how did you experience this?

Furthermore, we will present results pertaining to
research ethics with regard to pupils’ IM group commu‐
nication. In this part of the interview, we employed a
method called “Mary’s Mistake” suggested by Östman
and Turtiainen (2016). We confronted the interviewees
with the following scenario:

Imagine, for example—even though this is not our
intention—that we asked pupils to send us screen‐
shots from their group chats in order to analyze them.
Howwould you feel about this andwhat problems do
you think would arise?
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The interviewees were then asked to discuss the inher‐
ent ethical dilemmas and possible remedies.

We conducted eight semi‐structured interviews with
German educators in gatekeeping roles. Participants
were recruited from the personal environment of the
first author (more or less close acquaintances). In the
sense of theoretical sampling (Corbin & Strauss, 1990),
we strived for maximal variance by interviewing peo‐
ple of different ages and gender involved in the
research process in schools, among them three student‐
teachers who had prior experience with school‐based
research, and three teachers and two principals who
were also members of the school board (as shown
in Table 1). All participants gave their informed con‐
sent prior to the interview. The interviews had an
average length of 27 minutes (range 20–31 minutes).
They were conducted in April 2021 via Zoom. The vir‐
tual setting was chosen due to the Covid‐19 lockdown
in Germany. As suggested by Archibald et al. (2019)
the interviews were audio‐recorded with the integrated
recording feature. All interviews were transcribed using
assisted F4x automated audio transcription. They were
analyzed via qualitative content analysis following the
approach of textual structuring using MaxQDA (Kuckartz
& Rädiker, 2019). Adopting this method, we systemat‐
ically described the interviewees’ (ethics‐related) per‐
spectives on research in schools as well as on the sce‐
nario of IM group communication applying a combined
theory‐driven and data‐driven analysis strategy (deduc‐
tive/inductive approach; cf. Mayring, 2000). All names
were pseudonymized to protect participants’ privacy.

4. Results

In the following we will discuss the two research ques‐
tions formulated above addressing aspects of procedu‐
ral ethics (RQ1) and ethics in practice (RQ2), respectively.
Additionally, we will report on an overarching topic that
came up in the interviews unasked, that is the asso‐
ciation of research ethics and methodological quality
(Schlütz & Möhring, 2018).

4.1. Procedural Ethics: Hierarchical Gatekeepers and
Their Rationales for Granting Access for School‐Based
Research

Regarding RQ1, we found that there are gatekeepers to
be faced on multiple levels when conducting research in
schools (see also Stonebanks et al., 2019). In addition
to institutions like school boards, principals take up an
important position in the process of granting or denying
access (to pupils and teachers, respectively). They can
be seen as first‐level educational gatekeepers. The (inter‐
viewed) principals differed remarkably in their willing‐
ness to allow research projects at their schools. In the
recruitment process, one principal even refused partic‐
ipation altogether. Another potential participant asked
her principal for permission but was denied. Additionally,
one of our interviewees reported on the rejectionist atti‐
tude of school boards: “And…the announcement from
our school was definitely that…they…only allow more
elaborate things if the school itself profits from it” (B2).
He further reported that the school board rejected all
projects requiring informed consent from either pupils
or parents because of the high costs in terms of time
and human resources. In contrast, a school board mem‐
ber (B6) mentioned his welcoming attitude towards
research conducted at his school, provided that the
results were made accessible in order to be incorpo‐
rated into everyday school life. These examples accentu‐
ate two things: the general influence principals exert as
first‐level gatekeepers and the personal attitudes guiding
their decision‐making.

Additionally, we found that first‐level gatekeepers
apply various rationales when deciding whether to
allow research to be conducted at their schools: One
teacher reported that the school board used their fear
of “lawyer‐parents’’ as an argument to deny all research
including pupils. Participants also expressed their con‐
cern that requests from research projects would be
(deliberately) “forgotten” due to the expected organiza‐
tional expense. Some interviewees further recognized
a general skepticism of new things among their school

Table 1. An overview of the interview sample.

Pseudonym Age (years) Gender Position Type of School

B1 25 Male Student‐teacher Middle school
B2 27 Male Student‐teacher Grammar school
B3 26 Female Student‐teacher Grammar school
B4 25 Female Teacher Grammar school
B5 25 Male Teacher Grammar school
B6 55 Male Principal Middle school
B7 28 Female Principal Integrated comprehensive school
B8 64 Male Teacher Integrated comprehensive school

Notes: All intervieweeswere employed at schools in North‐WesternGermany; the types of school have been translated from theGerman
school system as follows—Middle school = Oberschule ohne gymnasiale Oberstufe, grammar school = Gymnasium, integrated compre‐
hensive school = Gesamtschule mit gymnasialer Oberstufe.
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board and cited this as a reason for particularly innova‐
tive projects being rejected.

According to the interview partners, not only the
school board and/or principals but also the teach‐
ers themselves act as educational gatekeepers in the
research process (second‐level gatekeeping). Their will‐
ingness to allow research projects in their classes also
varied greatly. For instance, interviewees reported that
the length of a survey played a crucial role: While short
surveys (max. 10minutes) were described as unproblem‐
atic, longer‐lasting projects were perceived as interfering
with teaching. Additionally, one teacher (B7) suspected
younger colleagues to be more open to research as they
weremore likely to remember the challenges of conduct‐
ing it themselves. Another aspect that was mentioned
was their workload. Interviewees stated that in stressful
periods they were more likely to reject requests to avoid
potential extra work—regardless of the actual length of
the survey or extra work for the teacher:

Then, I think it also depends a lot on the current work‐
load….When I get a request like that and I’m up to
my neck in revisions, I shy away from it, even though
I don’t knowhowmuch time it would have taken. (B7)

Besides workload, there were other practical issues
teachers perceived as potential challenges if they were
to grant access. They pointed out how time‐consuming
working with researchers was stressing the high organi‐
zational effort of multiple follow‐up loops to ensure suf‐
ficient return rates of informed consent forms from par‐
ents and pupils, respectively. With regard to concrete
implementation, the teachers stated that the time frame
(max. 10 minutes) and the age‐appropriate wording of
questions should be adhered to, especially in the case
of interviews. Furthermore, they mentioned the great
variance in pupils’ backgrounds depending on the type
of school. The interviewees expected this to influence
the return rate of informed consent forms as well as the
pupils’ willingness to cooperate.

Concerning the pupils’ necessary assent (and possi‐
ble self‐selection bias; Queirós et al., 2017), they them‐
selves can take on a gatekeeping role at the third level.
In general, pupils were described as quite open to par‐
ticipating in research projects—even though the inter‐
viewees suspected the pupils’ willingness to be depen‐
dent on their interest in the respective research topic.
Moreover, the implementation of surveys during class
was stated to offer several advantages compared to ask‐
ing pupils to fill out (online) questionnaires at home in
their own time. Teachers commented that outside of the
classroom setting, researchers were reliant on available
technology as well as on the participants’ willingness to
sacrifice their free time.

Taken together, with regard to procedural ethics
we identified (at least) three different groups of gate‐
keepers on varying hierarchical levels: principals and
members of the school board, teachers as well as the

pupils themselves. Additionally, parents can be seen as
fourth‐level gatekeepers since they have to give proxy
consent for minors and their attitude toward research
projects is an important factor in teachers’ and princi‐
pals’ decision‐making process. For each group, the inter‐
viewees gave various rationales for granting or deny‐
ing access that were largely practical in nature. Besides
those, our study aimed specifically at identifying ethi‐
cal challenges educational gatekeepers perceived when
investigating pupils’ IM group communication. They will
be covered in the following.

4.2. Ethics in Practice: Gatekeepers’ Ethical Rationales
for Granting Access to Pupils’ IM Group Communication

In relation to RQ2, we analyzed gatekeepers’ rationales
regarding their ethical evaluation of research projects.
Wedid so by introducing an ethically challenging scenario
concerning a hypothetical research project on pupils’ IM
group communication (Mary’sMistakesmethod; Östman
& Turtiainen, 2016). Overall, teachers were highly skepti‐
cal about whether or not pupils would be willing to allow
access to their chat groups and/or share their group chat
histories. Several interviewees suggested talking to pupils
about the chats instead of trying to access them directly
and hoping for pupils’ honesty and willingness to coop‐
erate. As one participant (B6) explained, he expected dif‐
ferent levels of willingness to let researchers see pupils’
group chats: While access to chats of a deeply personal
nature would most likely be denied, chat groups that
were used to discuss school‐related content only would
probably be shared. The interviewees, therefore, identi‐
fied the perceived level of privacy and/or intimacy of the
(content of the) chats as well as the sensitivity of the data
as relevant factors.

Additionally, the interviewees saw pupils’ willing‐
ness to grant researchers access to their IM group com‐
munication as highly age‐dependent. Older pupils such
as teenagers were described as having more experi‐
ence in regard to group chats compared to younger
ones and would therefore be more willing to cooper‐
ate with researchers wanting to investigate their group
chat communication. It was suspected that younger
pupils could still be encouraged to participate—as long
as communication before and during the process of
data‐collectionwas age‐appropriate, the objective of the
study was made transparent, and anonymity was guar‐
anteed. These findings align with the literature review
where minors are discussed as a vulnerable research
group requiring special attention (Phelan & Kinsella,
2013; Sherwood & Parsons, 2021). Congruently, our par‐
ticipants also described minors as a particularly vul‐
nerable group whose privacy required special protec‐
tion. Besides stressing again the importance of using
age‐appropriate language when interacting with young
children, the interviewees pointed out that researchers
should meet adolescents with empathy and respect in
order to establish a friendly relationship.
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Another aspect that the interviewed educational
gatekeepers found to be ethically challenging was the
combination of the online setting of the subject under
investigation and the fact that it was multiple individ‐
uals communicating with each other. Overall, research
accessing and investigating pupils’ online group chats
was described as a massive intrusion of privacy requiring
special awareness with regard to a set of (ethical) chal‐
lenges. Firstly, the interviewees stated that researchers
would have to deal with pupils’ fear of data mis‐
use such as data collection without prior consent or
sharing the content of the chats with third parties.
Secondly, they pointed out that researchers would have
to obtain consent from all group members (prior to
the process of data collection) to make sure that no
third‐party data were included (Schlütz & Möhring,
2018). Otherwise, this would harm the principles of
(informational) self‐determination and autonomy vio‐
lating ethically sound research practices. The partic‐
ipants emphasized the fact that consent was to be
obtained before gathering data in order to adhere to eth‐
ical principles:

Especially because you would be asking retrospec‐
tively, I assume that you would be looking at things
that the pupils wrote weeks or evenmonths ago. And
the chats were written at that time with…the under‐
standing that they would remain in this group. (B4)

Correspondingly, theywere highly critical of asking pupils
to share screenshots of their school‐related group chats
(as per the scenario we discussed during the interviews)
because they originated without the awareness of out‐
siders (here: researchers) accessing them at some point
in the future. Therefore, the educational gatekeepers
questioned whether it would be possible for the pupils
to give their informed consent regarding the retrospec‐
tive nature of this type of data collection and advised
against it.

Overwhelmingly, teachers and principals in gate‐
keeping roles regarded the preservation of their pupils’
anonymity as the most important prerequisite for all
privacy‐related concerns. The fact that the scenario we
presented investigated pupils’ IM group communication
was reason for even more concern: The interviewees
remarked that not just the (user)names of the people
chatting but also the names of people referenced in
the messages would have to be anonymized as a pre‐
requisite to obtaining consent to both collect and ana‐
lyze the chats. Overall, it was made clear that the par‐
ticipants saw pupils as a vulnerable group and regarded
their (private) group communication as worthy of a high
level of protection from outside access by researchers.
The interviewed gatekeepers’ main focus was to shield
pupils (as their protegees) from harm and suggested cre‐
ating a trust‐based research context inwhich researchers
would ensure the prevention of possible damage by tak‐
ing appropriate measures (e.g., obtaining consent from

all chat group members, adhering to principles of data
protection during and after data collection, anonymizing
names in the chat protocols).

4.3. Ethical Standards and Their Impact on Research
Quality

Without being prompted, the interviewees weighed
methodological and ethical considerations regarding
school‐based research. They discussed how ethical stan‐
dards have to be addressed throughout the research pro‐
cess, while at the same time meeting methodological
requirements to ensure reliability and validity (cf. Schlütz
& Möhring, 2018). For instance, they named various
suitable measures to uphold ethical principles during
the research process and raised concerns about the
impact of these measures on the validity of the results.
One important measure teachers named for establishing
research ethics is transparency towards the pupils both
in terms of the research purpose and the data collected.
However, teachers pointed out pupils may communicate
differently when they are aware of being observed (reac‐
tivity effect; Schlütz, 2017). The presence of an observer
may also lead to changes in the pupils’ behavior:

It is quite conceivable or perhaps obvious that a
“WhatsApp group 8B” will then bemaintained for the
“research ethics aunt.” And then there is the “Class
Chat 8B Real Talk” or something. I think it’s really hard
to get material that is as authentic as possible. I think
if you do it ethically, things are always falsified, even if
the pupils give information to the best of their knowl‐
edge and belief. It’s still just filtered and somehow
not as transparent as if you could just look in. (B3)

As a further measure to uphold principles of research
ethics, the interviewed teachers suggested obtaining
pupils’ informed consent. At the same time, however,
they voiced their concern of a resulting bias, for example
through the self‐selection of particularly relevant and/or
extreme cases (e.g., bullying pupils; outsiders). Similar
problems might occur when parental proxy consent
has to be obtained. According to the teachers, particu‐
larly concerned parties so‐called “helicopter parents”—
“a parenting behavior that is considered to be overly
involved, overly controlling, and developmentally inap‐
propriate among parents of emerging adult children”
(Love et al., 2020, p. 327)—were most likely to speak
out against their child’s participation. In order to mini‐
mize sampling bias due to a challenging research design
(as presented in the given scenario) teachers suggested
interviewing individual pupils instead of observingwhole
chat groups. However, they addressed possible validity
problems here as well: “You probably won’t have direct
access to the pupils’ chat histories. That means you then
have to rely on the honesty and…the memories of the
pupils and…hope that they reveal the information as it
really happened” (B1).
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Exchanging methods and measures within the given
research design (retrospective self‐reports rather than
real‐time observations; cf. Naab et al., 2019) leads to a
dependency on the pupils’ memory and willingness to
report honestly. In addition, the analysis of interactions
is rendered impossible. This leads to a loss of authentic‐
ity limiting the validity of the study.

5. Discussion

In this article, we discussed the ethics of gatekeeping
by exploring how questions of access influence digital
child and youth research. Our research was guided by
the question of how perceived ethical challenges influ‐
ence gatekeepers’ decisions to grant or deny access to
research with minors in schools. As an example, we
used a fictitious study on pupils’ IM group communica‐
tion.We approached the question from twoperspectives
(Phelan & Kinsella, 2013; Sherwood & Parsons, 2021):
(a) concerning the aspect of procedural ethics, we iden‐
tified hierarchical power structures with multiple lev‐
els of gatekeeping; (b) at the level of ethics in practice,
we revealed rationales to deny access based on ethi‐
cal considerations with regard to the scenario of pupils’
group communication.

Regarding procedural ethics we found—congruent
with extant literature—that access to empirical research
in schools is a complex process influenced by a hierarchi‐
cally structured multi‐level‐gatekeeping system includ‐
ing principals, teachers, parents, and pupils themselves.
While Wanat (2008), who found a similar hierarchical
gatekeeping structure at schools, focused on the gate‐
keepers’ tactics of resistance, we examined their preva‐
lent rationales for granting or denying access. In line
withWanat, we found that resistance tactics weremostly
based on practical considerations such as the suspected
amount of work required and the disruption of school
processes. The rationales we found, however, weremore
to do with the research project itself (object of inves‐
tigation, research design, and children as research sub‐
jects) and the connected ethical questions. Thus, we
expanded the perspective on the gatekeeping process
as a whole. In doing so, we opened up opportunities to
facilitate access to the field by optimizing and, maybe
evenmore important, convincingly communicating infor‐
mation on both aspects (practical considerations and the
research design) to the gatekeepers on all levels. As we
also found indications that denial of access is systemat‐
ically linked to the gatekeepers’ particular perceptions,
experiences, background, and contexts, however, some‐
times even the best communication strategy is prone to
fail. The ensuing (self‐)selection bias goes along with eth‐
ical consequences since the gatekeepers are the ones to
decide which groups are investigated and consequently,
who benefits from the results.

By implementing the Mary’s Mistakes method
(Östman & Turtiainen, 2016) adapted to the special
case of IM group communication we contributed to the

research on challenges posed by technological develop‐
ments of the last few years—for the study of minors, in
an online context, and in relation to groups. Our find‐
ings provide a starting point for how future research
in this complex environment can be approached in an
ethically sound way. Furthermore, we contributed to
the research on online PLE—a topic strongly influenced
by digitalization and prone to constant change. A fur‐
ther, unexpected finding of our study was the reported
need of educational gatekeepers to weigh methodologi‐
cal and ethical considerations when evaluating research
on pupils” online group communication. This is congru‐
ent with the findings of McAreavey and Das (2013) who
reported that perceived ethical issues as well as reserva‐
tions with regard to the validity of the study lead some
gatekeepers to deny access. This shows their awareness
of the need to balance ethical principles and method‐
ological procedures in order to ensure the quality of
data obtained. With this, our study contributes to the
much‐needed discourse within the field of digital stud‐
ies “on how to conduct both ethically and technically
sound standardized research” (Schlütz & Möhring, 2018,
p. 34)—especially when pupils and their online group
communication are explored.

Despite our cohesive findings, we have to address
some limitations. In addition to the established restric‐
tions of qualitative research (e.g., interview as a social
situation, self‐selection bias; Queirós et al., 2017), there
are further limitations to be considered here. A weak‐
ness of our research is that we did not talk to the
pupils themselves. This was a conscious decision, how‐
ever, as we wanted to focus on the preceding gate‐
keepers in the hierarchical process: the pupils can only
become “gatekeepers” once administrative and school
officials, teachers as well as parents have granted access
to them. Nevertheless, we acknowledge that pupils”
gatekeeping rationales are an integral component of
the research process and should therefore be consid‐
ered in following studies. A further limitation of the
sample is its homogeneity in terms of geographical and
social context, since all our interviewees were teachers
at German schools. Further studies should consider a
more heterogenous sample including a wider range of
geographical and cultural backgrounds (such as research‐
ing educational gatekeeping in different federal states in
Germany). Furthermore, by using a very specific scenario
in the Mary’s Mistakes method (namely pupils’ IM group
communication) we linked our findings very closely to
this specific aspect. Since ethically challenging subjects
within the field of digital child and youth research are
much more widespread, future research should inves‐
tigate other school‐related aspects, for instance other
parts of pupils’ PLE such as school cloud‐based services,
World Wide Web’s offerings for studying at home, or
the digital devices, platforms, and applications used for
studying. Since we put our focus on (group) commu‐
nication among minors, another central and ethically
challenging aspect remained unexplored: the IM‐based
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communication between pupils and teachers, acknowl‐
edging that this would introduce an even higher level
of complexity. Our narrow focus on online group com‐
munication also does not shed light on the question of
whether or not the respective research topic has an influ‐
ence on the gatekeepers’ decision. This aspect should
also be explored in further studies.

Building on our results as well as the reported limi‐
tations, future studies should investigate online‐related
resistance tactics of gatekeepers to adapt the findings
of Wanat (2008) to the current state of digitalization.
Furthermore, our findings could be a starting point to
systematically explore possible ways for researchers to
counteract the described resistance tactics and develop
a guide with practical suggestions. As shown above,
especially in relation to IM group communication, the
perspective of pupils in their role as gatekeepers is
also worth exploring. Their perspective on the rele‐
vance of IM group communication in general and the
IM‐related research should thus be taken into account.
Additionally, we revealed in our study that not only
researchers but also gatekeepers themselves see the
need to balance methodological and ethical considera‐
tions. They even integrate this balancing act in their own
decision‐making process of granting or denying access.
Therefore, our findings might enable future research
designs to better meet both the needs of adolescents
as participants and challenging research objects. This
will ensure that future research including minors is not
only valid and reliable, but feasible in terms of research
ethics, and thus more prone to be supported by educa‐
tional gatekeepers.

Acknowledgments

This work was supported by the German Federal
Ministry of Education and Research (BMBF, grant num‐
bers 01PH20009A; 01JD2004B).

Conflict of Interests

The authors declare no conflict of interests.

References

Archibald, M. M., Ambagtsheer, R. C., Casey, M. G., &
Lawless, M. (2019). Using Zoom videoconferencing
for qualitative data collection: Perceptions and expe‐
riences of researchers and participants. International
Journal of Qualitative Methods, 18, 1–8. https://doi.
org/10.1177/1609406919874596

Attwell, G. (2007). Personal learning environments‐the
future of eLearning. Elearning Papers, 2(1), 1–8.

Beauchamp, T. L., & Childress, J. F. (2019). Principles of
biomedical ethics (8th ed.). Oxford University Press.

Bork‐Hüffer, T., Mahlknecht, B., & Kaufmann, K. (2020).
(Cyber)bullying in schools—When bullying stretches
across cON/FFlating spaces. Children’s Geographies,

19(2), 241–253. https://doi.org/10.1080/14733285.
2020.1784850

boyd, d., & Marwick, A. E. (2011). Social privacy in
networked publics: Teens’ attitudes, practices, and
strategies (SSRN Scholarly Paper ID 1925128). SSRN.
https://papers.ssrn.com/abstract=1925128

Burgess, R. G. (1991). Sponsors, gatekeepers, members,
and friends: Access in educational settings. In W.
Shaffir & R. Stebbins (Eds.), Experiencing fieldwork:
An inside view of qualitative research (pp. 43–52).
SAGE.

Colby, A., Kohlberg, L., Gibbs, J., Lieberman, M., Fis‐
cher, K., & Saltzstein, H. D. (1983). A longitudinal
study of moral judgment.Monographs of the Society
for Research in Child Development, 48(1/2), 1–124.
https://doi.org/10.2307/1165935

Corbin, J., & Strauss, A. (1990). Basics of qualitative
research: Grounded theory procedures and tech‐
niques. SAGE.

Costa‐Sánchez, C., & Guerrero‐Pico, M. (2020). What
is WhatsApp for? Developing transmedia skills and
informal learning strategies through the use of
WhatsApp—A case study with teenagers from Spain.
Social Media + Society, 6(3), 1–11. https://doi.org/
10.1177/2056305120942886

Dahdal, S. (2020). Using the WhatsApp social media
application for active learning. Journal of Educational
Technology Systems, 49(2), 239–249. https://doi.org/
10.1177/0047239520928307

Davies, J. T., & Peters, E. (2014). Relationships between
gatekeepers and researchers: The experience of con‐
ducting evaluations into parenting programmes in
community and penal settings. In K. Lumsden & A.
Winter (Eds.), Reflexivity in criminological research:
Experiences with the powerful and the powerless
(pp. 35–46). Palgrave Macmillan. https://doi.org/
10.1057/9781137379405_3

Ess, C., &Association of Internet Researchers ethicswork‐
ing committee. (2002). Ethical decision‐making and
internet research: Recommendations from the AoIR
ethics working committee. Association of Internet
Researchers. https://aoir.org/reports/ethics.pdf

franzke, a. s., Bechmann, A., Zimmer, M., Ess, C., &
Association of Internet Researchers (2020). Internet
research: Ethical guidelines 3.0. Association of Inter‐
net Researchers https://aoir.org/reports/ethics3.pdf

Groves, R.M., & Lyberg, L. (2010). Total survey error: Past,
present, and future. Public Opinion Quarterly, 74(5),
849–879. https://doi.org/10.1093/poq/nfq065

Ivanova, M., & Chatti, M. A. (2011). Toward a model for
the conceptual understanding of personal learning
environments: A case study. Journal of Educational
Technology Systems, 39(4), 419–439. https://doi.org/
10.2190/ET.39.4.e

Knop‐Hülß, K., Winkler, J., & Penzel, J. (2018). Being
POPC together: Permanent connectedness and
group dynamics. In P. Vorderer, D. Hefner, L. Rei‐
necke, & C. Klimmt (Eds.), Permanently online,

Media and Communication, 2022, Volume 10, Issue 1, Pages 361–370 368

https://www.cogitatiopress.com
https://doi.org/10.1177/1609406919874596
https://doi.org/10.1177/1609406919874596
https://doi.org/10.1080/14733285.2020.1784850
https://doi.org/10.1080/14733285.2020.1784850
https://papers.ssrn.com/abstract=1925128
https://doi.org/10.2307/1165935
https://doi.org/10.1177/2056305120942886
https://doi.org/10.1177/2056305120942886
https://doi.org/10.1177/0047239520928307
https://doi.org/10.1177/0047239520928307
https://doi.org/10.1057/9781137379405_3
https://doi.org/10.1057/9781137379405_3
https://aoir.org/reports/ethics.pdf
https://aoir.org/reports/ethics3.pdf
https://doi.org/10.1093/poq/nfq065
https://doi.org/10.2190/ET.39.4.e
https://doi.org/10.2190/ET.39.4.e


permanently connected: Living and communicating
in a POPC world (pp. 129–139). Routledge.

Koschmieder, N., Wyss, S., & Pfister, A. (2021). “Es
ist die Suche nach der Nadel im Heuhaufen”:
Methodologische Reflexionen zur Rekrutierung
sozioökonomisch benachteiligter Familien in qual‐
itativen Studien [“It’s like looking for a needle
in a haystack”: Methodological reflections on
recruiting socioeconomically disadvantaged families
into qualitative studies]. Forum Qualitative Sozial‐
forschung/Forum: Qualitative Social Research, 22(2),
Article 2. https://doi.org/10.17169/fqs‐22.2.3609

Kuckartz, U., & Rädiker, S. (2019). Analyzing qualitative
data with MAXQDA: Text, audio, and video. Springer.
https://doi.org/10.1007/978‐3‐030‐15671‐8

Lareau, A., & Shultz, J. (Eds.). (1996). Journeys through
ethnography: Realistic accounts of fieldwork.
Routledge.

Love, H., May, R. W., Cui, M., & Fincham, F. D.
(2020). Helicopter parenting, self‐control, and school
burnout among emerging adults. Journal of Child
and Family Studies, 29(2), 327–337. https://doi.org/
10.1007/s10826‐019‐01560‐z

Lund, R., Panda, S. M., & Dhal, M. P. (2016). Narrating
spaces of inclusion and exclusion in research collabo‐
ration: Researcher–gatekeeper dialogue. Qualitative
Research, 16(3), 280–292. https://doi.org/10.1177/
1468794115611208

Mayring, P. (2000). Qualitative content analysis. Qual‐
itative Social Research, 1(2), Article 20. https://
www.qualitative‐research.net/index.php/fqs/
article/view/1089

McAreavey, R., & Das, C. (2013). A delicate balanc‐
ing act: Negotiating with gatekeepers for ethical
research when researching minority communities.
International Journal of Qualitative Methods, 12(1),
113–131. https://doi.org/10.1177/1609406913012
00102

Morrill, C., Buller, D. B., Buller, M. K., & Larkey, L. L.
(1999). Toward an organizational perspective on iden‐
tifying andmanaging formal gatekeepers.Qualitative
Sociology, 22(1), 51–72. https://doi.org/10.1023/A:
1022183232593

Morrow, V., & Richards, M. (1996). The ethics of social
research with children: An overview. Children & Soci‐
ety, 10(2), 90–105. https://doi.org/10.1111/j.1099‐
0860.1996.tb00461.x

Naab, T. K., Karnowski, V., & Schlütz, D. (2019). Reporting
mobile social media use: How survey and experience
sampling measures differ. Communication Meth‐
ods and Measures, 13(2), 126–147. https://doi.org/
10.1080/19312458.2018.1555799

Nairn, A., & Clarke, B. (2012). Researching children: Are
we getting it right?: A discussion of ethics. Interna‐
tional Journal of Market Research, 54(2), 177–198.
https://doi.org/10.2501/IJMR‐54‐2‐177‐198

Oates, J. (2019). Research ethics, children, and young

people. In R. Iphofen (Ed.), Handbook of research
ethics and scientific integrity (pp. 623–635). Springer
Nature. https://doi.org/10.1007/978‐3‐319‐76040‐
7_28‐1

Östman, S., & Turtiainen, R. (2016). From research ethics
to researching ethics in an online specific context.
Media and Communication, 4(4), 66–74. https://doi.
org/10.17645/mac.v4i4.571

Phelan, S. K., & Kinsella, E. A. (2013). Picture this….Safety,
dignity, and voice—Ethical research with children:
Practical considerations for the reflexive researcher.
Qualitative Inquiry, 19(2), 81–90. https://doi.org/
10.1177/1077800412462987

Queirós, A., Faria, D., & Almeida, F. (2017). Strength and
limitations of qualitative and quantitative research
methods. European Journal of Education Studies,
3(9), 369–387. https://doi.org/10.5281/zenodo.
887089

Rogers, E. M. (2001). The digital divide. Conver‐
gence, 7(4), 96–111. https://doi.org/10.1177/1354
85650100700406

Rosenberg, H., & Asterhan, C. S. C. (2018). “WhatsApp,
teacher?”—Student perspectives on teacher–
student WhatsApp interactions in secondary schools.
Journal of Information Technology Education:
Research, 17, 205–226. https://doi.org/10.28945/
4081

Schlütz, D. M. (2017). Reactivity. In J. Matthes, R.
Potter, & C. S. Davis (Eds.), International encyclo‐
pedia of communication research methods. Wiley
Blackwell. https://doi.org/10.1002/9781118901731.
iecrm0204

Schlütz, D., &Möhring, W. (2018). Between the devil and
the deep blue sea: Negotiating ethics and method
in communication research practice. Studies in Com‐
munication and Media, 7(1), 31–58. https://doi.org/
10.5771/2192‐4007‐2018‐1‐31

Sherwood, G., & Parsons, S. (2021). Negotiating the prac‐
ticalities of informed consent in the field with chil‐
dren and young people: Learning from social sci‐
ence researchers. Research Ethics, 17(4), 448–463.
https://doi.org/10.1177/17470161211014941

Stonebanks, C. D., Bennett‐Stonebanks, M., & Norrie, K.
(2019). School administration gatekeeping on “sen‐
sitive/controversial” research topics: Applying criti‐
cal inquiry to empower teacher voice on secular‐
ism. International Review of Qualitative Research,
12(4), 394–412. https://doi.org/10.1525/irqr.2019.
12.4.394

Vorderer, P., Hefner, D., Reinecke, L., & Klimmt, C. (2018).
Permanently online, permanently connected: Living
and communicating in a POPC world. Routledge.

Wanat, C. L. (2008). Getting past the gatekeepers: Dif‐
ferences between access and cooperation in pub‐
lic school research. Field Methods, 20(2), 191–208.
https://doi.org/10.1177/1525822X07313811

Media and Communication, 2022, Volume 10, Issue 1, Pages 361–370 369

https://www.cogitatiopress.com
https://doi.org/10.17169/fqs-22.2.3609
https://doi.org/10.1007/978-3-030-15671-8
https://doi.org/10.1007/s10826-019-01560-z
https://doi.org/10.1007/s10826-019-01560-z
https://doi.org/10.1177/1468794115611208
https://doi.org/10.1177/1468794115611208
https://www.qualitative-research.net/index.php/fqs/article/view/1089
https://www.qualitative-research.net/index.php/fqs/article/view/1089
https://www.qualitative-research.net/index.php/fqs/article/view/1089
https://doi.org/10.1177/160940691301200102
https://doi.org/10.1177/160940691301200102
https://doi.org/10.1023/A:1022183232593
https://doi.org/10.1023/A:1022183232593
https://doi.org/10.1111/j.1099-0860.1996.tb00461.x
https://doi.org/10.1111/j.1099-0860.1996.tb00461.x
https://doi.org/10.1080/19312458.2018.1555799
https://doi.org/10.1080/19312458.2018.1555799
https://doi.org/10.2501/IJMR-54-2-177-198
https://doi.org/10.1007/978-3-319-76040-7_28-1
https://doi.org/10.1007/978-3-319-76040-7_28-1
https://doi.org/10.17645/mac.v4i4.571
https://doi.org/10.17645/mac.v4i4.571
https://doi.org/10.1177/1077800412462987
https://doi.org/10.1177/1077800412462987
https://doi.org/10.5281/zenodo.887089
https://doi.org/10.5281/zenodo.887089
https://doi.org/10.1177/135485650100700406
https://doi.org/10.1177/135485650100700406
https://doi.org/10.28945/4081
https://doi.org/10.28945/4081
https://doi.org/10.1002/9781118901731.iecrm0204
https://doi.org/10.1002/9781118901731.iecrm0204
https://doi.org/10.5771/2192-4007-2018-1-31
https://doi.org/10.5771/2192-4007-2018-1-31
https://doi.org/10.1177/17470161211014941
https://doi.org/10.1525/irqr.2019.12.4.394
https://doi.org/10.1525/irqr.2019.12.4.394
https://doi.org/10.1177/1525822X07313811


About the Authors

Malin Fecke (MA) is a research associate and doctoral candidate at FilmUniversity Babelsberg KONRAD
WOLF, Germany. She works on a research project on teacher–pupil relationships in a digitized learn‐
ing environment that is funded by the German Federal Ministry of Education and Research (BMBF).
Her research interests include digital media and education, empirical research methods, and strategic
communication.

Ada Fehr (PhD) is a postdoctoral researcher at Film University Babelsberg KONRAD WOLF, Germany.
She leads a research project funded by theGerman FederalMinistry of Education and Research (BMBF)
on teacher–pupil relationships in a digitized learning environment. Her research interests include dig‐
ital media and education, convergence of television and the internet, as well as empirical research
methods.

Daniela Schlütz (PhD, Hanover University of Music, Drama and Media) is professor of Theory and
Empiricism of Digital Media at Film University Babelsberg KONRAD WOLF, Germany. Her research
interests include popular (digital) culture, digital media and education, strategic communication, and
empirical research methods with a focus on research ethics.

Arne Freya Zillich (PhD) is a postdoctoral researcher at Film University Babelsberg KONRAD WOLF,
Germany. She leads the research project Research Ethics in Communication andMedia Studies funded
by the German Federal Ministry of Education and Research (BMBF). Her research interests include
users’ norms on social media platforms, digital child and adulthood, research ethics, and methods of
media reception.

Media and Communication, 2022, Volume 10, Issue 1, Pages 361–370 370

https://www.cogitatiopress.com

	1 Introduction
	2 The Ethics of Gatekeeping
	3 Method
	4 Results
	4.1 Procedural Ethics: Hierarchical Gatekeepers and Their Rationales for Granting Access for School-Based Research
	4.2 Ethics in Practice: Gatekeepers' Ethical Rationales for Granting Access to Pupils' IM Group Communication
	4.3 Ethical Standards and Their Impact on Research Quality

	5 Discussion

